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Distributed Processes ang the Logic of Knowledge
(Preliminary Report)

Rohit Parikh! and R. Ramanujam?

Abstract: He establish 4 very natural connection
between distributed Processes and the logic of knowledge which
bromises to shed light on both areas,

Introduction: Intaerest in the logic of knowledge among
computer acientists has recently taken a sharp upturn as evidenced
by a number of recent publications {X¥W], [ FHV], [ HM), [Lel, [Pal,
In particular the last three Papers emphasise the possibility of a
connection between the 1logic of knowledge and problems in
distributed Processing, for example between questions about
Byzantine general problems and the Possibility of attaining common
knowledge under specified circumstances. In this paper we carry
out & somewhat more systematic analyeis, giving a definition of
what it means for an individual Process in a distribduted system to
know some fact and what axioms this knowledge obeys.

Philosophers have traditionally defined
knowledge ag justified true helief, at least untii recently, when
Problems with this definition were pointed out by Gettiep [G].
Nonetheless, a eonsensué remains that knowledge at leaat reguires -
true belier and it is not ¢lear what meaning we may give to the

"beliefa” of an individual Process in a distributed system.

Another problem for the logic of knowledge, at

least as applied to humans, is that a1l Prevalent logics of
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knowledge assume that the knowledge of any particulnr person is
closed under logical inference. Humans are notorious, however, for
failing to carry out all the logical inferences that are available
to them. Thus any existing logic of knowledge as applied to humans
is at best an approximation. A similar problem arises in public
key cryptography seince the ©public key together with the coded
message do contain the decoded message as information, and the
aﬁailahle logics are unable to adequately represent the fact that

the cost of actually extracting this information is prohibitive,.

In other words, exieting logics are able to represent a lack of
knowledge, when this 1lack arises due to the absence of some
necassary information; but they are unable to represent a lack of
knowledgZe that arises when an inference which is possible, is not

in fact carried out.

It will turn out, as we shall see below, that this
problem does not arise with our definition and that individual
processes do in fact know just what'they ought to know. This is

because the definition is purely information based and does not

involve anything that could be called introspection.

The Basic Notions: In the following we assume that we have n

Processes 1%i%n which may communicate with each other along
binary channels, by broadcast, limited or global, or by setting
variables to which more than one Process may have access. The set 1

will be the Bet of all processes. He assume & global <clock at

the metelevel, i.e. that all events are partially ordered by a
global (discrete) time, (two events may take place gimultaneocusly)
but we do not assume, except where explicitly stated, that the

processes themselves have access to thie or any other clock.

By @ local history we eshall mean the gequence
of all (relevant) events, in the order of occufrence, internal
events as well as messages sent and received, for some process i.
In case Lhere is a common clock, then the events will be time

stamped, i.e. each element of the local history will be a pair (t, el

where e is the event and t is the instant of time at which the
event takes place. ¥ariables h,h' etc will range over 1local
histories. By considering compound events we may assume that each

Process has et most one event happening at any moment of global time.
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By a global history we shall mean a gequence of pajre
(. X0 where t is the global time and X is some set of loceal events.
As said before, we may assume that at most one evant  of asome
Particular process i ig in X. Yeriables K, H' ete will range over
global histories.

We define a map o, from global events ¢to local

eventsUinull} as follows.
®1(t,X) = null if there is no i-event in X.

otherwise
Pl t, ) = the wunique i-event in X, if
there is no common clock,
= (t, e then there is a common
clock and e is the unique i-event in Y.
[ extends to a unique map (also called ¢,)

which breserves concatenation and whose domain is the set of
global histories. If U is a subset of I then du( H) is the
Sequence <d:s(H):iEU>. 0 is ¢;.

Clearly the map 6 is one to one if there is a
common clock or what amounts to the same thing, some event ig
happening at avery individual Process at avery moment of Blobal time.
In the absence of a common clock, a4 weaker property may sometimas
hold.

Call twoe global histories H, H' equivalent if the
same sequence of events is obtained when the time stamps are

erased.

Many Propertiea of interest do not distinguish betwesn
equivalent histories. Examples are fairness (of various kinds) and
deadlock freedom {provided, as is usually the case, that the boolean
Buards controlling parallelism do not depend expPlicitly on time, but

only on the values of certain program variables. )

Then the map 8 will be weakly one to one if
8l H) =8( H') implies that H and H' are equivalent. An aexample
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where © is weakly one to one but not one to one, would be a blind

chess game played by correspondence, in which case the Players
need not possess a cloeck nor naed they know the moves of the other
player, but the game can be uniquely determined if the moves of

the white and black Players are given Separately.

Theare is a map TL which forgets time stamps and
convearts global histories into timeless histories, i,e.
sequences of sets of events. Evidently, H, H' are equivalent iff
TL(H) =TL{R'), By & protocol we shall mesan gimply a Bet of possible
global histories closed under the "prefix of" relation. {We shall
write HSH tc mean that H isg a prefix of H'.) There may be some
finite mechanism for ensuring that no history outside the protocol
is actually aever Possible and usually it is this mechanigm that is
called the protocol, but we shall prefer to work éhstractly and
hope that the reader will forgive thia transgession. This decision is
really analogous to the decision in mathematics to study sets rather
than properties. To use another analogy, if the usual notion of
& protocol corresponds to g grammar, then ours corresponds to
the language generated by that grammar. If we are interested in
fairness, then the protocol will consist only of fair histories.
There is of course no finite mechanism to achieve exactly the fair

histories.

A protocol P is weakly one to one if fror all R, H'
in P, 8(H)=0(H) implies TL(H)=TL(H'). It is full ir
HEP and TL(H' )=TL(H) imply H'EP, If a protocol is not weakly
one to one, then there are likely to be questions about the
current global history of the system which cannot be answered even by
Pooling the knowledg@e of all the systems. Problems that depend
en  such knowledge being available will then not be soluble.

He assume some language L whosa formulas
correspond to properties of individual global histories. Such
Properties may be, "the local variable x is now zero", "the variable

¥ has never been zero” or protocol dependent Properties like *"thisa

history hasg no proper extensions in the Protocol". L will be
assumed to have the classical boolean connectives. L will be time-~
free, if for all H, H and AEL, TLOH) =TL(H") and HEA implies
H' EFA, L will be separating if for all H, H' with TU(H)FTL(H )

there is an A in L such that HFA and H' kA,
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- We extend L to a language L* as follows.

(i) Every A in L is in L*.

(ii) If A, B are in L*, so are 1A and AvB. _

(iii) If A is in L® and U is a set of Processes, the Ky(A)
is in L*. '

€iv) If A is in L* then so are GA, FA, AUB.

He now define the relationship HFA for H in the
protocol P and A in L* as follows.
(i) I AEL then the notion is supposedly given as part
of the definition of L.
(ii) HPWA iff it is not the case that HFA. Similarly for
AvB.
(iii) HFKu(A) iff for all H' with Qu(H)=¢y(H ), H EFA.
(iv) HFGA iff all H' such that HSH', H' EA.
{v) HFFA iff for all maximal sequences Hs,...H;,... with
H=H1 and Hi<H:i+: for all i, there is an i such that
Hi FA.
{vi) HEAUB iff for all maximal segquences Hy,, .. a8 above,

there is an i>1 such that H,EB and for all Jy ¢i<i, H, EA,

Note that the construct Ky does not represent
common knowledge, but is in some sense dual, It is straightforward

to show that Kiq,2: cannot be expressed in terms of Ki and K.

Intuitively EKi1,2:3(R) means, 1T and 2 together have

enough information to deduce A.

Note that the connectives F and X (next) can be defined from U
as follows. FA is trueUA where true can be any simple tautology.
Similarly XA, (next A) can be defined as falseUA.

Note also that that knowledge is really dependent on three
parameters, The individual i, the fact A, and finally, the protocol
P. He do not assume that the protocol ié known to the processes 1in
any sense. Rather, it is background knowledge of the programmer, Thus
for example, suppose the programmer knows that given the program, if
gedi(x,¥)=2 if the boolean flag f is true, and that action® is safe
if gecd(x,y)=2 then he can per?ectly well program a process to do &
Just in case £ is true. The process does not need to know why f
contains the right information, only the programmer needs to know

that.
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Finally, we point out that we have defined two global historjes
H. B to be equivalent for i iff QilH =0 (H ), (similarly for a

subset U of T) However, in practice a & more severe equivalence
relation may be relevant, I.e. given the initial state 5 of ga
process and a local history h, there is a new state t depending onl#
on 8 and h, let us call it t=h{s). Then one would really like to say
that knowledge of i depends not on h, but only on h( =) and that irf
his)=h'(8) but h¥h', then the information that would distinguish

between h and h', though i once had it, is now forgotten and not
available to the program. It is clear that this is the right
intuition for some applications, e.g if i ig a finite,automaton,
then the truth of theorems like the Pumping lemma depends on the
fact that i is awfu113 forgetful so that things that he knew at one

time, are now gone from his memory.

The Basic Results:

Theorem 1: If L is time free and P is full, then L* is alsec
time free. If, moreover, P is weakly one one, then A<=>EK;:(A) is
valid in the model (holds for all histories). If L is separating

and A<=>K:(A) is valid, then P is weakly one one.

Proof: Recall that H,H' are equvalent if TL(H) =TL(H'}. We need to
show that for ail H, H' equivalent and all A in L*, HEA iff
H' Ea. This is obvious for elements of L and is preserved under the
truth functional connectives. Now note that if H, H' are aquivalent,
and U is a subset of I, then duv(H) =du(H'}). Hence if for all H''

"with Qu(H *)=gy(H implies H'' ¥4, then for all H'- with

Qu(H ')=dw(H) also implies H'*FA. I.e. H ERg( ) implies
HFRKu(A) and vice versa. This settles the case for Ke.

To deal with the connectives G, F, and U we need the fullness
of P, Suppose for example that H, H' are equivalent. Then if HEGA
does not hold, then there is an H'" extending H such that
H'' PA. But then there is an H'» which extends H' and such that
TL(H"E=TL(H’1 By fullness H'“ is in P. Hence H' does not satisfy GA
either. The other cases are similar.

It immediately followa that if P is weakly one to one, then A
and XKi(A) rmust be equivalent, for @r(H) =¢:(H) implies
TL(HY=TL{H'}, Thus if HEA, then we must have HFK:(A).
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Conversely, if L is separating and P is not weakly one to onae,
then there are H. H' with TLOH)$TL(H') but dr(H) =¢r({ H' ). Now
there is a formula A of L such that HEA and H' FA, Then
HFiE1(A) 8o that A and K:(A) are not equivalent. [ |

In the following theorem we consider only the connectives P, ¢
and X.

Theorem 2; The following axiom system is sound.
(i) Tautologies

(ii) K:(AY=>4A

(iii) For ULV, Rul{A)=>Ev(A)
Civ) BuCA)=>{Ku(A=>B)=>Ry(B)}
(v) KoeCAY=>RyCRu(A)Y)

(vi) aKe(A)=>Ku(1Ke( A}

(vii) GA=>( ARGGA)

(viii) Ru{GA)=>G(Eu(GA))

(ix) FAS&G(XA=>A) =» A

(x) FA <=> AvXFA

Ruleg of inference

__________ { modus ponens)

--------------- (K-generalisation)
Ku(A) => Eu{B)

(aimilarly for F and X which are both monotonic)

There cannot be a completeness result since the details
of L are not known. L may. for instance, have quantifiers. We
suspect that in case knowledge depends only on the current state of
& process and not on its total history, and there are only finitely
many states for each process, then the logic will be decidable by
reduction to CTL* or SnS. See (ES], [ HKPI.
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Proof': Most of the proofs are quite straightforward. Axioma (i) are
obvious. Axioms (iji), (iv), (v) follows from the fact that the
relation of being U-equivalent Qu(H) =pu(H') among histories is

an equivalence relation and that if U is & subset of V¥, then V-

equivalence implies U-equivalence. | |

In the following theorem, we make an assumption about the
protocol which is almost alwaya realised in practice. Namely, that
what a proceas i is about to do next depends only on its history h
so far and not diracfly on the current state of any of the other
processes. (O0f course there may be an indirect dependence due to a
Pricor communication between i and another process) ¥e assume

moreover that the relative speeds of the Processes, though finite,

are undetermined. Thus 1let hj-h,’ mean that there are £lobal
histories H, H’ with H«H, P (H) =h,, $i(H )=hy' and
h;' is an immediate Proper extenson of h,. (H' need not bhe an

immediate extension of H} Suppose now that we are in a state where

the local hostory of i is hi, hy+h;*, hi is the current
local history of J and h;-h,'. Then all of the next pairs of loecal
histories are poasible for i, j: Chi,h;'), (hs', h;) and

(hi',h;'). I.a. one or both pProcesses may 8o ahead to the next stap.

A similar remark will apply if more than two Processes are involved.

Theoram 3: Let P be a protoeceol for several Dprocesses to
share a critical section (CS). Safety and liveness Properties
of the protocol are related to the knowledge properties in the
following way.

(i) The protocol is safe in the sense that two systems
canndt,simultaneously enter the CS iff no process attempts to enter
the CS unless it "knbwa" that it is empty and that no other process

is about to enter it.

(ii) If the protocol is safe and every process must
terminate Properly, then whensver the CS is empty and some process
needs to enter it, then eventually it comes to know that the CS is
empty.

Proof: (i) Suppose that the current global history is H, process

i is about to enter the CS (i.e, hi{has an immediate extension where
entering the CS was the last step) H' is any history i-equivalent to
H, and H" is an immediate extension of H'. We must show that no

other process can be in the CS in H' or H". For suppose some othar
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pProcess j was in the CS in H'. & (H')=h, with j in C5 and
i (H' }=¢0:(H) =hy (say) and hi has an immediate
extension h;° where- i has entered the CS. Then the pair
(hi',hy) is in the protocol which was not safe after all. A
gimilar argument applies if J was not in the CS but was about to
enter it. Since H' was arbitrary with @,(H)=¢:(H), then
process i knows that the CS is empty etec.

He also have to show that if every procees knows, whenever it
is 4about to enter the CS that it is safe to do 80, then it is
obvicus that the protocol itself is safe, since no global history

can have two processes in the CS simultaneously.

{ii) Suppoge that process i needs to enter the cs, then since we
know that eventually i must enter the €S, by part (i) eventually i

must come to know that the CS is available. ]

The theorem above shows that for s Protocol to guarantee safety
and liveness, it must provide for an exchange of information in a a
systematic way so that the Processes can acquire the knowledge that

they need.
WHe illustrate by the following simple example.

Consider two processes 1 and 2 which share a CS,

There is a boolean variable x which process 1 can set and which
process 2 can read. Similarly with y and 1,2 interchanged. When the
process 1 wants to enter the CS it proceeds as follows:

(i) Set x to a random value. If x=1 then goto (i),

(ii} test y. If y=0 then goto (i).

{iii) Enter the critical section.

(iv) Set x to 1.

The procedure for process 2 is dual.
He c¢an show by informal arguments that the protocol is safe

{and also live with probability 1). However, let us consider the

safety from the point of view of knowledge.
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Now suppose 1 ja about to enter the CS. Then itg
local history h: ends with the steps x:=0; y=13. If process 2 were in
the CS8 or about to enter the C3 then itsg history h2 would
end y: =0; x=17% or y: =0; x=1%; CS2. However, no global history H has
the property that ¢:(H)=h: and $z{ H) =h;. Thus process 1
knows that the CS isg empty and that 2 is not about to enter it.

Common  Knowledge: Let E(A) denote AKi(A):iEl. Note that

E(A) is stronger than Ki:(A) whereas Kie(A) is weaker, E( &)
means, everyone knows A, Then C¢ 4}, A is common knowledge, stands
for the infinite conjunction E(A)A ECECAYIN ... We can define
CulA) for any subset UCI by replacing I by U in the definition
above. Common knowledge has been investigated by both [ HM) and
i Lel. Our results do not always agree with those in [HM] but it

canbe verified that ours do hold for the definition we have given.

Consider a stable statement A, i. e, one which
implies GA. Ihen it is straightforward to show that if A ever

becomes common knowledge, then it does so simultaneously. More

-specifically..let H be a minimal history such that HECu( A) . Then

unless H is the empty history, H is of the form H;(t,X) where X
has an event from every process in U. Moreover, if ¢i(H)=h,

where iEU, then h, is minimal such that for all H' with

Qi (H )=hy, H ECu( ).

Note however that attaining common knowledge depends
on the protocol P. One can attain more common knowledge in a

"narrower™ P than in a wider one.

Using the observation above we can derive the
following somewhat pParadoxical result. Suppose that A and B are two
friends, A lives in New York, B in Boston. The mail from New York to
Boston takes exactly four days. On November 1, A writes tc B that he
has a new apartment, giving his address, Though he dces not date
his 1letter, the date can be guessed when it arrives on November 5,
and it can easily be verified that A's ~hew address becomes

common knowledge on that dﬁte.
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There is then an improvement in the mail service,
and mail starts erriving faster, taking either two or three
days, On January 1o, A writes to B again that he has a new dog,
Let D be the Proposition that A has a dog. It turns out that D will

never hecome common knowledge!

The intujitive reason is as follows. Buppose in fact
that the lettqr arrives on January 13. On the 13th both A and B
know D, However B does not know that A knows that B knows D. For

if the letter was Feceived on the 13th, it might have been mailed
on the 11th, and then A could not be Bure of receipt till the 14th.
Thus on the T4th Ka(Ra(Ee(Dj)) is true. However,

even then, Ra(Ka(Kn(Ka(Kn(D))))) does not yet

hold. For if the 1letter was mailed on the 41th, true as far as
B  knows, it might have, from A's point of view, been received

only on the 14th in which case B would have te allow for the
possibility (in A's mind) that the letter might have been mailed
on the 12th and so. ..

Toe see this formally, consider historijes H,
defined a8 follows: Hi is the actual history where the letter
is mailed on January 10 and arrives on the 13th. For even numbers
213, H2, is the history where the lettar is mailed on January 10D+j
and arrives on January 12+j, i.e, two days later. For odd numbers
2i+1, thé history Hz,.: is that where the letter jis mailed on

January 10+j and arrives on January 13+3,

It is easily checked that ¢:(H:;)=¢:(H24.:).
and that @20H2,-1)=02(Hz,). After j days have
Passed, the formula Ra(KeKa)'(Re(D)) ig not yet true,
8ince the real history Hy is linked to the history H2,+: by a
chain of length 2i, and in that history B has not yet heard about
the dog

if the letter does arrive by chance on the
12th, the situation does not change much since of course A does
not know this and a Bimilar argument applies. Similarly if B
acknowledges receipt of the letter, Provided he does not date  his

reply.
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However, things are not too bad. The formula E(D)
holds on the 13th, ECEB(D)) on the 14th and so on. Hence the

of knowledge is rising as time passes even though there is no
Now it was shown in [ Pal, page 210 that if

level
further communication.

there is any formula B which does not have the construct C, and

B is implied by C(D), then it is also implied by some E'(D) and

hence will be true after a finite number of days.

We  finally point out that the fact that D is

(reasonably) persistent is relevant to the discussion. If A were to

write "it is snowing today", then it does not make sense to say
that that fact could be common kKnowledge, though the
persistent propositions, "A has experienced snow" or "it snowed in
New York on January 10" can of course be under suitable

circumstances.

Conclusions: The results established here are ohly
preliminary and the real- burpose 1is to show that the connection
has fenuine posaibilities. Obvious extensions of the current
work include a completeness result corresponding to theorem 2
when the ground language L is simple; handling the probabilistic
case where there is & Probabilistic distribution on the Protocol
P; and finally, if some aspects of the structure of the system are
hidden from some of the Processes, then allowing for differant

Processes to "imagine" different protocols P,.
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