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COURSE DESCRIPTION

With the advent of digital technologies, and the explosive use of the World Wide Web (WWW),
multimedia data now plays an important role in a number of fields including medicine,
commerce, education, journalism, and entertainment.

In this course, we will focus on five research areas for multimedia content: Encryption,
watermarking, compression, quality measurement, and retrieval.

In secure multimedia content distribution, the audio/visual stream is compressed, packetized,
and encrypted. The level of security provided by encryption depends not only on cipher
strength and key length but also on implementation details. Symmetric key ciphers such as
DES are commonly used for the protection of multimedia content. The protection of the
decryption keys is usually defined privately by conditional access (CA) or digital rights
management (DRM) systems. A CA system allows access to services based on payment or
other requirements such as identification, authorization, authentication, and registration.
Using satellite, terrestrial or cable transmissions, the service providers deliver different types
of multimedia content ranging from free access programs to services such as PayTV, Pay-
Per-View and Video-on-Demand. Digital Rights Management (DRM) refers to the
protection, distribution, modification and enforcement of the rights associated with the use of
digital content. In general, the primary responsibilities of a DRM system are (1) secure
delivery of content to users, (2) prevention of unauthorized access, (3) enforcement of usage
rules, and (4) monitoring of the use of content. Although such systems can, in principle, be
deployed for any type of distribution media, the present discussions weigh more heavily on
the Internet. DRM systems use cryptography for security related functions, which generally
include secure delivery of content, secure delivery of decryption keys, integrity of usage
rights, and client authentication.  The traditional mechanism to support multicast
communications is IP multicast. It uses the notion of a group of members identified with a
given group address. When a sender sends a message to this group address, the network uses
a multicast routing protocol to optimally replicate the message and forward copies to group
members located throughout the network. MSEC is an IETF working group whose purpose
is to standardize protocols for securing group communication over the global internet.



A watermark can be embedded into a multimedia element such as image, audio or video.
This embedded data can later be extracted from, or detected in, the multimedia for security
purposes. A watermarking algorithm consists of the watermark structure, an embedding
algorithm, and an extraction, or a detection, algorithm. In multimedia applications,
embedded watermarks should be invisible, robust, and have a high capacity. Invisibility
refers to the degree of distortion introduced by the watermark and its affect on the viewers or
listeners. Robustness is the resistance of an embedded watermark against intentional attacks
and normal A/V processes such as noise, filtering (blurring, sharpening, etc.), resampling,
scaling, rotation, cropping and lossy compression. Capacity is the amount of data that can be
represented by an embedded watermark. Typical uses of watermarks include identification
of the origin of content, tracing illegally distributed copies, and disabling unauthorized access
to content. Several criteria can be used to classify watermarking systems. Three of such
criteria are the type of domain (pixel or transform), the type of watermark (pseudo random
number sequence or visual watermark), and the type of information needed in the detection
or extraction process (original signal and/or secret keys). In general, the systems that embed
the watermark in the pixel domain are less robust to image manipulations, and semi-blind
and blind systems are more prone to false positives (detecting the watermark in an unmarked
image) and false negatives (not detecting the watermark in a marked image). It should be
noted that non-blind schemes are appropriate for some of the watermarking applications, and
semi-blind or blind schemes for the others. For example, if an owner needs to prove the
ownership of an image, the watermark detector or extractor can be used in a special
laboratory environment to compare the original unmarked image with the marked one.
However, if the watermark is intended for copy control purposes, “compliant” consumer
electronics devices that play or record multimedia content will be required to contain a
watermark detector/extractor. Hence, the cost of implementation will highly depend on the
application, and may vary considerably from one application to another.

Compression refers to the process of reducing the amount of data required to represent a
given quantity of information. Every day, an enormous amount of digital information is
stored, processed and transmitted. At the present time, libraries, museums, film studios, and
governments are converting data into digital form. For example, the entire catalog of the
Library of Congress (the world’s largest library) is available electronically. As much of the
on-line information is consisted of multimedia elements such as images, video and audio
files, the storage and communications requirements are immense! Compression schemes can
be classified into two groups: lossless and lossy. If compression and decompression induce
no information loss, the scheme is lossless. These schemes are particularly useful for
archival purposes (e.g., the storage of legal documents). Three examples of lossless
compression schemes are Huffman coding, arithmetic coding, and Lempel-Ziv-Welch
(LZW) coding. Lossy compression has a number of important applications such as
broadcasting digital television and videoconferencing. JPEG and JPEG 2000 are two
standardized lossy compression schemes for images. JPEG is based on Discrete Cosine
Transform (DCT), and JPEG 2000 is based on Discrete Wavelet Transform (DWT). The
basic steps in lossy image compression are (1) application of the transform, (2) quantization,
and entropy coding. A major standard for video is MPEG 2 which also removes temporal
redundancy, i.e., the redundancy between the video frames. MPEG 4 is a more recent
standard that builds on the proven success of three fields: Digital television; Interactive



graphics applications (synthetic content); Interactive multimedia (World Wide Web,
distribution of and access to content).

Image quality measurement is one of the most challenging problems in image processing. A
tool is needed to measure the distortion caused by compression, watermarking and other
sources of noise. Subjective evaluation is cumbersome as the human observers can be
influenced by several critical factors such as the environmental conditions, motivation and
mood. The objective measures include bivariate measures such as the Mean Squared Error
(MSE) and Lp-norm, measures mimicking the human visual system (HVS), and a few
graphical measures. The most common objective evaluation tool, the MSE, is very
unreliable, resulting in poor correlation with the HVS. An ideal image quality measure
should be able to describe the amount of distortion, the type of distortion, and the distribution
of error. Such a measure is expected to provide accurate predictions of quality not only at
distortion ranges near the visual threshold but also when distortions are significantly above
the visual threshold. Undoubtedly, there is a need for an objective measure that provides
more information than a single numerical value. Image quality measures can be classified
into two groups: full-reference and no-reference. Measures that require both the original
(reference) image and the distorted image are called “full-reference” methods while those
that do not require the original image are called “no-reference” methods.

The increasing popularity of digital images in many applications has created a need to
organize, store, and retrieve images from databases. Traditional methods of image indexing
based on classification schemes or keywords have severe limitations. Content based image
retrieval (CBIR) is a new research area to develop techniques for retrieving images based on
automatic derivation of features extracted from them. A fundamental difference between
textual and visual information is the nature of the retrieval process. The retrieval of textual
information is based on discovering semantic or syntactic similarity between textual entities.
Visual information retrieval is concerned with discovering perceptual similarity. The
concept of perceptual similarity is usually made clear by examining the types of queries that
users may use when retrieving images from an image database. Although there is
insufficient evidence to categorize the user queries, it has been found useful to classify image
queries into three levels of increasing complexity: Level 1 comprises retrieval by primitive
features such as color, texture, and shape. This type of query is objective, and composed of
features derived from images using image processing algorithms, not requiring any external
knowledge base. Level 2 comprises retrieval by derived features, involving some degree of
logical inference about the identity of the objects in the image. To answer queries at this
level, an external knowledge base is normally required. Level 3 comprises of retrieval by
abstract attributes, and necessitates a significant amount of higher level reasoning about the
meaning and purpose of the objects or scenes depicted. As the link between image content
and abstract concepts requires complex reasoning and subjective judgment, systems based on
this type of visual processing will incorporate humans for guidance. Recent research has
more focus on both the statistical features extracted from images and the text associated with
images.
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GRADING

Midterm Exam (Take-Home) 30%
Final Exam 40%
Paper Presentation (Optional) 15%
Attendance 15%

Each student’s final grade will be computed using the above weights and a 100-point scale. The
corresponding letter grade, however, will be based on a curve.



EXAMS

The exams will test the students’ level of understanding of the terminology, concepts and other
technical details discussed throughout the semester. The final exam is closed book/notes exams,
and will be taken during regular class time. The students are expected to carefully read all the
assigned papers and additional background material. If a student misses an exam without a
medical report from a doctor, he/she will receive a zero for that exam. No excuses other than a
doctor’s report will be accepted.

PAPER PRESENTATION

Each student will present one of the assigned papers using PowerPoint slides. This will
contribute up to 15 points to the final grade. The presentation will summarize the paper,
focusing on the important findings of the authors’ research. Each presentation will be graded
based on the quality of the summary, and the student’s knowledge of the material discussed in
the paper.

ATTENDANCE

Attendance is very important for this class. If a student misses a class, he/she will lose 0.714
points. It is expected that the students will actively participate in the classroom by taking notes,
asking questions, and expressing opinion. If a student anticipates that he/she will have a poor
performance in the course, the instructor should be contacted as soon as possible to discuss
possible remedies for improvement. The office hours are allocated to extend the time spent with
the students for a discussion of all course-related academic problems. The best communication
with the instructor can be established during the lectures and office hours.



