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ABSTRACT

Protection of intellectual property is a critical issue in digital
multimedia distribution systems.  Cryptographic tools are
commonly used for secure delivery of content and access keys to
consumers via terrestrial, satellite, cable and Internet
transmissions. A third requirement is the distribution of the
copyright or usage rights associated with the digital content. The
integrity, as opposed to security, of this data is essential to prevent
unauthorized modification. Two approaches have been proposed
in the open literature: allocating special fields in the transport
stream and embedding a watermark into multimedia content. We
present two new methods, based on secret sharing, to create
channels with guaranteed data integrity.

1. INTRODUCTION

Secret sharing is one of the approaches used for developing multi-
party protocols for key establishment [1]. Schemes based on
secret sharing:

e provide a reliable mechanism for the protection of
cryptographic keys without increased risk of disclosure.

e facilitate distributed trust or shared control for critical
activities.

A prepositioned secret sharing scheme has been applied to
conditional access, message authentication and multicast-based
digital rights management systems [2,3,4,5,6].

The availability of digital technologies and broadband Internet
access in recent years have increased the demand for new
multimedia services. The Internet service providers are now
deploying new technologies for group communication. Service
types include teleconferencing, pay-per-view, video-on-demand,
and real-time delivery of stock market information. Security is an
important requirement for the distribution networks when the
delivery includes either confidential or commercial data.
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Secure multicast communication [7,8,9] in a computer network
involves efficient packet delivery from one or more sources to a
large group of receivers having the same security attributes. The
security of the packets is made possible using a common group
key shared by the members at the specified destinations. Several
factors such as the multicast application type and group dynamics
influence the way the group key is generated and distributed to
members. The desirable attributes for a key management system
include:

e securely rekeying the members when a new member joins the
group (backward access control),

e securely rekeying the members when a member leaves the
group (forward access control),

*  minimizing the storage, communication and computation
requirements of the participants.

A number of schemes has been proposed for scalable secure
multicasting [7,10,11].

Undoubtedly, a common need in all of the above secure
distribution architectures is three-fold:

e encryption of the multimedia content

e cryptographic protection of the decryption keys (by
encryption or other means)

e integrity of the critical data (copyright or usage rights)
associated with the content.

Secret sharing not only provides a method for key distribution but
also a channel with data integrity. In the next section, we will
propose a low bandwidth channel for the transmission of critical
data associated with multimedia content.

2. THE USE OF SECRET SHARING: A LOW
BANDWIDTH CHANNEL

We will start with three definitions for a formal introduction to
our proposal:



Definition 1: A (¢, n) threshold scheme (¢t < n) is a method that
enables a trusted third party to divide a secret S into n secret
shares S, (1 < i < n) in such a way that at least ¢ shares are
required to reconstruct S. Each S, is securely distributed to user P,
and stored as confidential information.

Definition 2: A perfect threshold scheme is a threshold scheme in
which a knowledge of (#-1) or fewer shares does not provide any
advantage to the opponent to find the secret.

Definition 3: A (¢, n) prepositioned secret sharing scheme is a
secret sharing scheme in which n secret shares are stored by the
participants in advance of the activation of the scheme [12]. Even
if all of the n pieces are exposed, the secret key cannot be
recovered until some additional information is provided.

Shamir’s (¢, n) threshold scheme [13] defines the secret S to be the
coefficient a, of a random (#-1)-degree polynomial

) = (a.x™ + ...+ a;x + ap) mod p

over the finite Galois Field GF(p). To share the secret among n
users, the trusted party performs the following tasks:

1. Choose a prime p larger than » and the secret S.

2. Construct f{x) by selecting (¢-1) random coefficients a , ..., a,_ .

3. Compute the shares S, by evaluating f{x) at n distinct points.
4. Securely distribute S, to user P, (1 <i <n).

The secret S is recovered by constructing the polynomial
t-1
=3 v I (x-x)(x-x).
i=0 Osj<t-1, /%
from any ¢ of the n shares, and obtaining the value of f{x) at x=0.

In our design, we will use Shamir’s scheme as a prepositioned
secret sharing method with n = -1, i.e., the method is designed to
recover the secret by requiring only one more piece (the
“activating” share). The activating share will be used to establish
the separate low bandwidth channel to carry information.

The prepositioned secret sharing scheme we proposed earlier
[2,3,4] allows the reconstruction of different keys by
communicating different activating shares for the same
prepositioned information. The activating shares are used by the
receivers to generate the content decryption keys. As there is
sufficient flexibility in choosing their values, they can be used to
create a channel to transmit critical data for multimedia content
protection. The general architecture is depicted in Fig. 1.
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Figure 1. Distribution of digital multimedia content
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If multiple keys are to be generated, the activating share is chosen
and the keys are obtained after the construction of the
corresponding polynomials. Let / be the number of keys to be
generated, and Sy, S,...., S; be the sets of shares to be used. The
sender uses the following procedure for key generation:

1. Choose the activating share.
2. fori=1tol/do
begin
Construct the polynomial f;(x) passing through
the activating share and all the elements in S;;
Compute f;(0);
Assign f;(0) = K;
end.

The receivers construct the decryption keys when they receive the
activating share together with the encrypted multimedia content.

There may be several uses of the proposed channel. Today, the
most critical information includes time stamps, the CCI and data
about copyright ownership.

e Time stamps: If a time stamp is needed in a multimedia
application to determine the time of delivery or broadcast,
this can be inserted in the binary bit sequence representing
the value of the activating share. If the content is of type
“never-copy,” then an authorized playback device would
prevent the playback of this content at a later time.

e Copy Control Information (CCI): The CCI expresses the
conditions under which a consumer is allowed to make a
copy of a content legally accessed. An important subset of
CCI is the two Copy Generation Management System
(CGMS) bits for digital copy control: “11” (copy-never),
“10” (copy-once), “01” (no-more-copies), and “00” (copy-
free). The CCI can be associated with the content in two
ways: (1) the CCI is included in a designated field in the
A/V stream, and (2) the CCI is embedded as a watermark
into the A/V stream.

e Copyright ownership: ~ The names of the artist, the
distributors or any other copyright information need to be
associated, and carried with, the content.

Note that data integrity is guaranteed for this channel; if there is a
malicious attempt to modify the activating share, the receiver will
not be able to construct the proper key for decryption. We will
give a numerical example to explain the use of the proposed
channel:

Example: The following information will be inserted in the
activating share: time stamp, CCI and content provider’s
identification.

Time stamp: 3 March 2003

CCL: 11 (copy never)

Content provider’s ID: Is consisted of two parts: the class of
the content provider and the provider

in that class

The binary fields allocated for the 3 pieces of information are:



00011 0011 0000011 11 0000001 0000101
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A similar approach is used in the Digital Transmission Content
Protection (DTCP) Specification [14] that defines a cryptographic
protocol for protecting audio/visual entertainment content from
illegal copying, intercepting and tampering as it traverses digital
buses such as the IEEE 1394 interface. For the transfer of the CCI
from a source device to a sink device, two methods can be used:

e The Encryption Mode Indicator (EMI): The CGMS bits
are carried via the most significant two bits of the synch
field of the isochronous™ packet header defined by the
interface specification. The EMI allows immediate access
to CGMS information without extracting embedded CCI.
The CGMS information is used as an argument in the
function to generate the keys for encrypting the content
across the interface. Modifying the EMI bits in an
unauthorized way will result in erroneous decryption of the
content.

e Embedded CCI: The CCI is carried as part of the
multimedia content stream. Some transport formats
(including MPEG) include fields allocated for the CCI
associated with the stream. The CCI can also be
embedded as a watermark directly into the content.

The capacity of the channel can be estimated based on a number
of assumptions. If we assume that 8 bytes of the activating share
are used, and the activating share is renewed every 10 seconds, the
potential capacity would be 6.4 bits/sec. Normally, the CCI and
content provider’s ID would not change for the entire length of a
given content (e.g., a movie).

3. GENERALIZATION TO MULTICASTING

The proposed communication channel can be established in any of
the following Internet delivery mechanisms:

e Unicast: point-to-point communication between a server
and a client device

e Broadcast: communication of the same data to an entire
client population

e Multicast: communication of the same data from a source
to a large group of clients identified by a group address

We will extend the idea to a multicast architecture where the
group manager will be able to send a different activating share to
each group member. This idea has been inspired by the
watercasting concept [15] where each recipient receives a slightly
different version of the watermarked video stream, allowing those
who illegally distribute the stream to be traced.

¥
A form of data transmission that provides a certain minimum data rate as
required for time-dependent data such as video or audio.
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Assume a multicast distribution tree with maximum depth d. For
watercasting, the source generates a total of n differently
watermarked copies of each packet such that n = d. Each group of
n alternate packets is called a transmission group. On receiving a
transmission group, a router forwards all but one of those packets
to each downstream interface on which there are receivers. Each
last hop router in the distribution tree will receive n-d, packets
from each transmission group, where d, is the depth of the route to
this router. Exactly one of these packets will be forwarded onto
the subnet with receivers. The goal of this filtering process is to
provide a stream for each receiver with a unique sequence of
watermarked packets. To trace an illegal copy, the information
about the entire tree topology needs to be stored by the server. A
major potential problem with watercasting is the support required
from the network routers. The network providers may not be
willing to provide a security-related functionality unless video
delivery is a promising business for them.

The traditional mechanism to support multicast communications is
IP multicast. It uses the notion of a group of members identified
with a group address. When a sender sends a message to this
group address, the network uses a multicast routing protocol to
optimally replicate the message at intermediate nodes and forward
copies to group members. For secure group communications, the
group key needs to change every time a member joins or leaves
the group. In some applications involving entertainment content,
the group key also needs to change periodically to increase the
robustness against cryptographic attacks.

Let d be the maximum depth of the distribution tree. In periodic
rekeying, the sender generates a total of n different activating
shares such that n = d. Each group of # alternate activating shares
is called a transmitted share group (TSG). We propose the
following algorithm that is similar to that of watercasting:

Step 1:  On receiving a TSG, a router forwards all but one of the
shares to each downstream interface on which there are
members.

Step 2:  Each last hop router in the tree will receive n-d, packets

from each TSG, where d,is the depth of the route to this
router. Exactly one of these packets will be forwarded
onto the subnet with members.

The filtering process results in a stream with a unique sequence of
activating shares for each member. This can be considered to be a
generalization of the low bandwidth channel to personalize
content delivery for each member. Such a channel would be very
appropriate for Conditional Access (CA) or Digital Rights
Management (DRM) systems with secure processing and storage
environments. The unique sequence of activating shares delivered
to a receiver can be stored securely on a hard disk and sent to a
Clearing House where financial transactions are processed. The
Clearing House would therefore know exactly which personalized
content is delivered to the member. Furthermore, if the unique
sequence of activating shares is mapped to the unique sequence of
watermarked packets obtained by watercasting, the server does
not need to store information about the tree topology to trace an
illegal copy.



4. A MEDIA-DEPENDENT CHANNEL TO CARRY THE
ACTIVATING SHARE

Encryption and watermarking each provide a different “line of
defense” in protecting content. Recent research has therefore
followed two different avenues resulting in encryption techniques
that are independent from watermarking techniques. In our work,
we will investigate a unified approach, combining encryption with
watermarking. One possible avenue of research is to establish a
relation between the data encryption key and the watermark. If
the watermark represents the activating share, we would have a
media-dependent channel to carry key-related data.

Encryption makes the content unintelligible through a reversible
mathematical transformation based on a secret key. In secure
multimedia content distribution, the audio/visual stream is
compressed, packetized and encrypted [16]. One of the most
challenging problems in distribution architectures is the delivery
of the decryption key. Symmetric key ciphers are commonly
used for the protection of multimedia content. The protection of
the decryption keys is usually defined privately by CA or DRM
systems. MSEC is an IETF Working Group whose purpose is to
standardize protocols for securing group communication over
internets, and, in particular, over the global Internet [17]. In some
of the modern CA systems, a security module is assigned the
critical task of recovering the decryption keys. These keys are
then passed to the receiver for decrypting the A/V streams.
Recently, two separate standards have evolved to remove the
security functionality from navigation devices. In the US, the
National Renewable Security Standard (NRSS) [18] defines a
renewable and replaceable security element for use in consumer
electronics devices such as digital set-top boxes and digital TVs.
In Europe, the Digital Video Broadcasting (DVB) [19] project has
specified a standard for a common interface (CI) between a host
device and a security module.

Watermarking (data hiding) [20,21] is the process of embedding
hidden data into a multimedia element such as image, audio or
video. This embedded data can later be extracted from, or
detected in, the multimedia element for security purposes or other
purposes such as binding advertising to a specific content. A
watermarking algorithm consists of the watermark structure, an
embedding algorithm and an extraction, or a detection, algorithm.
Watermarks can be embedded in the pixel domain or the
transform domain. In multimedia applications, embedded
watermarks should be invisible, robust and have a high capacity
[22]. Invisibility refers to the degree of distortion introduced by
the watermark and its affect on the viewers or listeners.
Robustness is the resistance of an embedded watermark against
intentional attacks and normal A/V processes such as noise,
filtering (blurring, sharpening, etc.), resampling, scaling, rotation,
cropping and lossy compression. Capacity is the amount of data
that can be represented by an embedded watermark. The
approaches used in watermarking still images include: least-
significant bit encoding, basic M-sequence, transform techniques
and image-adaptive techniques [23]. As video watermarking
possesses additional requirements, development of more
sophisticated models for the encoding of video sequences is
currently being investigated [24].

In periodic rekeying, if there is no need for a key update, the
multimedia data is encrypted with the key corresponding to the
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current activating share. When the encryption key needs to
change, the server generates a new activating share and embeds it
into the multimedia stream. The composite stream is encrypted
with the key constructed from the old activating share. Each
receiver can extract the watermark after the decryption process
and compute the new key.

The watermarking scheme to be used for this purpose needs to
include a watermark extraction algorithm (as opposed to a
watermark detection algorithm). The structure of the watermark is
determined by the embedding key, K..,. We have developed a
very robust watermarking protocol for key-based video
watermarking [25, 26]. In this protocol, we generate keys that are
both very secure and content dependent using a cryptographically
strong state machine. The protocol is robust against many types of
video watermarking attacks and supports many kinds of
embedding and detection schemes. In embedding the activating
share, we will use a robust video watermarking system [27] since
this system provides the type of payload size needed.

The advantages of distributing the activating shares via data
embedding are:

e Additional level of security: The hacker will have to attack
both the encryption key generation algorithm and the
watermark embedding algorithm.

e Multiple uses: The embedded activating share can be used as
a multi-purpose watermark, representing both the key-related
data and copyright or copy control information.

Note that the requirements for the proposed watermarking scheme
are different from those in typical copyright or content protection
applications. If the watermark in our scheme is successfully
removed by the hacker before authorized access, the content will
not be decrypted correctly.

5. CONCLUSIONS

The transition from analog to digital technologies for multimedia
content distribution necessitates the protection of intellectual
property. There are three important considerations in secure
content distribution:  Protection of content with encryption,
protection of decryption keys, and integrity of critical data
associated with protected content. —Many key management
schemes are in place in today’s CA and DRM systems, and new
techniques are proposed in the open literature. When a digital
multimedia content is released for distribution, the content
providers need to send data that describes how the content should
be used by the consumers. This data, which includes CCI and
copyright information, can be attached to transport A/V streams in
two ways: using specially allocated fields in the transport stream
and by embedding directly into content.

We have proposed two new complementary schemes to carry
critical data associated with digital multimedia content: (1) a
communication channel with a low bandwidth, and (2) a
watermarking scheme. This is an extension of the secret sharing
idea used to distribute the decryption keys to authorized receivers.
In both schemes, the integrity of the data is assured as
unauthorized modification of the activating share results in
incorrect decryption of the content by the receivers. The proposed



schemes can be used in satellite, terrestrial and cable systems
using unicast, broadcast or multicast delivery mechanisms.

In spite of reasonable success in protecting multimedia content in
digital distribution, the protection of content in local storage (e.g.,
a hard disk) remains to be an open issue. Future research in this
area may prove to be highly promising to provide end-to-end
security systems.
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