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Functionalia

Today:
* Halting Problem
e Computability
* Feasibility
* Physical Computing




Themes in Computer Science

Hardware Software

(the physical
components of
computers)

(programs that
execute on
computers)

Computer
Science

Theory

(understanding the capabilities
and limitations of computers)




First - Review of Loops

How many times does this
loop execute!?

Int X;
X =0; .
| What is the value of x when
while(x < 3) { this code completes?
printin(x);
X=x+1;
}

A Loop




First - Review of Loops

How many times does this
loop execute!?

3 times - when xis O, |, and 2

Int X;
X =0; .
| What is the value of x when
while(x < 3) { this code completes?
printin(x);
X is 3
X=x+1;




Nt X;

X =0;

while(x > 3) {
printin(x);

X=x+1;

Review of Loops

How many times does this
loop execute!?

What is the value of x when
this code completes?

B Loop




Int X;

X =0;

while(x > 3) {
printin(x);

X=Xx+1;

Review of Loops

How many times does this
loop execute!?

None times. Look at the initial
value of x and the condition to
the loop

What is the value of x when
this code completes!?

x stays the value of 0

B Loop




Nt X;

X =3;

while(x > 0) {
printin(x);

X=x-1;

Review of Loops

How many times does this
loop execute!?

What is the value of x when
this code completes?

C Loop




Int X;

X =3;

while(x > 0) {
printin(x);

X=x-1;

Review of Loops

How many times does this
loop execute!?

3 times. Counting down this
time.

What is the value of x when
this code completes?

X is 0




Nt X;

X =3;

while(x > 0) {
printin(x);

X=x+1;

Review of Loops

How many times does this
loop execute!?

What is the value of x when
this code completes?

D Loop




Int X;

X =3;

while(x > 0) {
printin(x);

X=Xx+1;

Review of Loops

How many times does this
loop execute!?

Infinite! The Loop does not

stop. This program does not
HALT.

What is the value of x when
this code completes?

D Loop




HALTING PROBLEM

A program containing an infinite loop will run forever - it will never
HALT or TERMINATE.

This is called the HALTING PROBLEM in computer science - being able
to look at a computer program and determine if it will ever halt (stop).

This is a theoretical problem - sometimes we cannot just run the

program, but we try to figure out if something halts by looking at the
program.

Whether a program stops or not depends on the input that is receives.
(Remember when we used the input of the mouse in our graphics
programs)




Input to a Program is like a function

X
void myProgram(int x) { l
while(x > 0) {
X =X + 1;
myProgram
}

}

Diagram of Function

Function in Processing myProgram

How many times does this loop execute if x = 0?

How many times does this loop execute if x = |?




Computability

* A problem is computable if it is possible to write a computer program
that can solve it.

*A non-computable problem is also called non-solvable.
* The halting problem is not computable!

i.e., can we write a computer program that will determine if any
computer program and its input will halt?

How would you answer this question?
- Could you try running the program? (What if it never halted?)

- Can prove it theoretically...




Proof: Halting Problem is not computable.

We will write a program (“A”) that takes two input:

® another program (“P”), remember we can represent programs in
binary formats (as compiled language)

P X
® the input (“X”) for program “P” \ /

Assume that “A” works in in this manner (“A” is a black box):

A

| if the input pair “BX" halts, then “A” will run forever

2.if “PX” does not halt, then “A” should halt

Basically,“A” does the opposite of program “P” with input “X” as far as
halting is concerned.

- What if we call program “A” on itself? (this is a Paradox )

- the program cannot produce an answer!




Church-Turing Thesis

* This is called proof by contradiction = —we assume that a
program does exist that can solve the halting problem; then we
show that it cannot possibly exist.

* Computability in general is an important question

* It was considered by concerned mathematicians even before
digital computers were developed!

* in the 1930’s, much work was devoted to this.

* the Church-Turing thesis (1940’s) states basically that any
computation that can be defined in an algorithm can be
processed on a computer

* named after Alonzo Church and Alan Turing.




Feasibility

* Even if a problem is computable, it is not always feasible to
write a program to compute it because sometimes it takes
too long to solve a problem.

* Sometimes the times these problems take grows in an
exponential time.

* To demonstrate exponential growth, consider folding
a sheet of notebook paper (0. mm thick) in half continually.




Paper folding

Folds Thickness Comment
0 | mm single sheet
I 2 mm
2 4 mm
3 8 mm finger nail thickness
7 128 mm notebook
10 10 cm width of hand
| 4 .6 m ave. person’s height
|7 13 m height of 2 stories
20 440 m |/4 Sear’s tower




Infeasible Sized Data Sets

Could you write a program that could count the number
of atoms in the universe (estimated at about IO8°)?

Time to count one atom = | second

How many seconds would the program need to run to count all of
them?

How many atoms could the program count in a year?

num atoms per year = 60 sec/min x 60 min/hour x 24hours/day x 365days/year
= 31,536,000 atoms

= 3x107 atoms

How does that compare to 10802




Review: RSA Asymmetric Encryption

Another computationally infeasible problem is trying to crack RSA
Encryption.

RSA is an encryption algorithm is asymmetric
® has a public and an private key.
® is used in a PGP (Pretty Good Privacy)
Remember, a good asymmetric encryption algorithm is:
|. Computationally easy to generate the public and private key

2. Computationally easy to encrypt the message with either the public
or private key

3. Computationally easy to decrypt the message given the other key.

4. Computationally infeasible to decrypt the message without the
other key.

5. Computationally infeasible to guess one key given the encrypted
message and the other key.




RSA Encryption Summary

Plaintext and cipher text are treated in blocks as integers (in size
between 0 and n -1).

M = plaintext message (integer)

C = cipher text message (integer)

ASCII c h i p
Decimal 99 104 105 112
BINARY | 1100011 | 1101000 | 1101001 | 1110000
Concatenated .10001 E+30
Intener 1667787120




Small Number Example

The intermediate numbers in RSA are integers that are really HUGE.
Small integer sample, and a simplified RSA algorithm
Encode the ASCI| Character “*.” Cleartext: M = 42
Choose a public key that is a product of two prime numbers (p and q)
P=5
q=1II
public key: K =5* || =55
We will encrypt the message M via this algorithm:
C = M3mod K
[ (423) divided by 55 = 1347 Remainder 3

@ C=3 «




Decryption

We can generate our private key from the two prime numbers (p and q):
P=5
q=1II

Private key s = (1/3)(2(p-1) (q- 1) + I)
s=(1/3) (2 (4) (10) + 1) =27

IMPORTANT:We keep s (also p and q) secret.

Publish K = 55 (public key K = p * q)

Decryption Method (same as encryption except use private key as exponent):

M=C"mod K




Decryption Algorithm

Private Key

Encrypted Message / Public Key
\ < /

Cleartext Messasge —>M = € mod K

Encrypted message was C = 3 from our previous example:

M =3"mod 55

3= 7.625.597,484.987 = 55 * 138.647.226.999 + 42

So, M = 42 which was our original message, ASCI| ‘¥




Security of RSA Encryption
Public Key K = p * q

To break RSA Encryption one has to factor the Public Key K into it’s two
prime factors p and q.

Remember only K is made public, the private key s and the two prime
factors p and q are kept secret.

So, factoring large numbers is computationally difpcult

A computer must try all possible combinations of prime numbers from 0
to K to guess the prime factors p and q.

When your K is LARGE (a number that is 250 decimal digits large) ,
factoring primes becomes computationally difficult.

Need stronger encryption?! Increase the size of your public key.




Embedded Computing

First computers can become portable, via embedded processors:

microcontrollers are little computers
Japanese Toy




Entirely Embedded Processor

One Labtop Per Child




Physical Computing

Computers interact with the real-world.
® Sensing = Input, use Sensors (i.e. On/Off Switch)

® Acting = Output, use Actuators (i.e. Motors, Solenoids)

Embedded Systems can be tethered to a large computer, or stand-alone
(run independently). (example: arduino board)




Ways of Sensing and Acting

Split up Techniques into two categories:
|. Digital - Discrete - either a 0 or | value

2. Analog - Continuous - range of real numbers btw 0 and 1, (i.e. 0.5,0.51..)

Sensing Acting
Switch, Push Button, Mouse
Button Light, Fan (at one speed)
Digital | Digital Input Digital Output
Values: 0 OR | Values: 0 volts OR 5 volts
Light Sensor, Temp. Sensor Motors, Dimming Lights, Audio
Analog to Digital Output

Digital to Analog Convertor

Analog Convertor (ADC) (DAC), Pulse Width Mod. (PWM)
Values: 0 TO 255 Values: 0 volts TO 5 volts




Arduino Blink Example:

delay(1000); // wait | second
digitalWrite(1 3, HIGH); // turn on digital output line |3

Multi-Touch Video (Jeff Han)




HW G

READ: Ch. 10 and Ch. 18

LAST HOMEWORK
HW G Part 2 - will be posted on Thursday.
e HW G: DUE Wednesday, May 14th, | 1:59 pm

e FINAL: Thurdsay, May 22nd, | pm in
Ingersol 2310




