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1PitfallsofAgentDevelopment

�Lotsof(singleandmulti-)agentprojects...butagent-oriented
developmentrecvdlittleattention.

�WenowconsiderpragmaticsofAOsoftwareprojects.

�Identifieskeypitfalls.

�Sevencategories:

–political;
–management;
–conceptual;
–analysisanddesign;
–micro(agent)level;
–macro(society)level;
–implementation.
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1.1YouOversellAgents

�Agentsarenotmagic!

�Ifyoucan’tdoitwithordinarysoftware,youprobablycan’tdoit
withagents.

�Noevidencethatanysystemdevelopedusingagenttechnology
couldnothavebeenbuiltjustaseasilyusingnon-agent
techniques.

�Agentsmaymakeiteasiertosolvecertainclassesofproblems
...buttheydonotmaketheimpossiblepossible.

�AgentsarenotAIbyabackdoor.

�Don’tequateagentsandAI.
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1.2YouGetReligious

�Agentshavebeenusedinawiderangeofapplications,butthey
arenotauniversalsolution.

�Formanyapplications,conventionalsoftwareparadigms(e.g.,
OO)aremoreappropriate.

�Givenaproblemforwhichanagentandanon-agentapproach
appearequallygood,prefernon-agentsolution!

�Insummary:dangerofbelievingthatagentsaretheright
solutiontoeveryproblem.

�Otherformofdogma:believinginyouragentdefinition.

http://www.csc.liv.ac.uk/˜mjw/pubs/imas/3



Lecture10AnIntroductiontoMultiagentSystems

1.3Don’tKnowWhyYouWantAgents

�Agents=newtechnology=lotsofhype!

“AgentswillgenerateUS$2.6billioninrevenuebytheyear2000”

�Managerialreaction:

“wecanget10%ofthat”.

�Managersoftenproposeagentprojectswithouthavingclearidea
aboutwhat“havingagents”willbuythem.

�Nobusinessplanfortheproject:

–pureresearch?

–technologyvendor?

–solutionsvendor?

–...
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�Often,projectsappeartobegoingwell.(“Wehaveagents!”)But
novisionaboutwheretogowiththem.

�Thelesson:understandyourreasonsforattemptinganagent
developmentproject,andwhatyouexpecttogainfromit.
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1.4Don’tKnowWhatAgentsAreGoodFor

�Havingdevelopedsomeagenttechnology,yousearchforan
applicationtousethem.

�Puttingthecartbeforethehorse!

�Leadstomismatches/dissatisfaction

�Thelesson:besureyouunderstandhowandwhereyournew
technologymaybemostusefullyapplied.

Donotattempttoapplyittoarbitraryproblems&resist
temptationtoapplyittoeveryproblem.
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1.5GenericSolutionsto1-OffProblems
�The“yetanotheragenttestbed”syndrome.

�Devisinganarchitectureortestbedthatsupposedlyenablesa
rangeagentsystemstobebuilt,whenyoureallyneedaone-off
system.

�Re-useisdifficulttoattainunlessdevelopmentisundertakenfor
acloseknitrangeofproblemswithsimilarcharacteristics.

�Generalsolutionsaremoredifficultandmorecostlytodevelop,
oftenneedtailoringtodifferentapplications.

http://www.csc.liv.ac.uk/˜mjw/pubs/imas/7



Lecture10AnIntroductiontoMultiagentSystems

1.6ConfusePrototypeswithSystems

�Prototypesareeasy(particularlywithniceGUIbuilders!)

�Fieldtestedproductionsystemsarehard.

�Processofscalingupfromsingle-machinemulti-threadedJava
apptomulti-usersystemmuchharderthanitappears.
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1.7BelieveAgents�SilverBullet

�Holygrailofsoftwareengineeringisa“silverbullet”:aorderof
magnitudeimprovementinsoftwaredevelopment.

�Technologiespromotedasthesilverbullet:

–COBOL:-)

–automaticprogramming;

–expertsystems;

–graphicalprogramming;

–formalmethods(!)

�Agenttechnologyisnotasilverbullet.

�Goodreasonstobelievethatagentsareusefulwayoftackling
someproblems.

�Buttheseargumentslargelyuntestedinpractice.
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�Usefuldevelopmentsinsoftwareengineering:abstractions.

Agentsareanotherabstraction.
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1.8ConfuseBuzzwords&Concepts

�Theideaofanagentisextremelyintuitive.
�Encouragesdeveloperstobelievethattheyunderstandconcepts

whentheydonot.

(TheAI&partysyndrome:everyonehasanopinion.However
uninformed.)

�Goodexample:thebelief-desire-intention(BDI)model.

–theoryofhumanpracticalreasoning(Bratmanetal);

–agentarchitectures(PRS,dMARS,...);

–seriousapplications(NASA,...);

–logicofpracticalreasoning(Rao&Georgeff).

�Label“BDI”nowbeenappliedtoWWWpages/perlscripts.
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�“OursystemisaBDIsystem”...implicationthatthisislikebeing
acomputerwith64MBmemory:aquantifiableproperty,with
measurableassociatedbenefits.
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1.9Forgetit’sSoftware

�Developinganyagentsystemisessentiallyexperimentation.

Notriedandtrustedtechniques

�Thisencouragesdeveloperstoforgettheyaredeveloping
software!

�Projectplansfocusontheagentybits.

�Mundanesoftwareengineering(requirementsanalysis,
specification,design,verification,testing)isforgotten.

�Resultaforegoneconclusion:projectflounders,notbecause
agentproblems,butbecausebasicsoftwareengineering
ignored.

�Fequentjustification:softwareengineeringforagentsystemsis
none-existent.
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�Butalmostanyprincipledsoftwaredevelopmenttechniqueis
betterthannone.
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Forgetitsdistributed

�Distributedsystems=oneofthemostcomplexclassesof
computersystemtodesignandimplement.

�Multi-agentsystemstendtobedistributed!

�Problemsofdistributiondonotgoaway,justbecauseasystemis
agent-based.

�Typicalmulti-agentsystemwillbemorecomplexthanatypical
distributedsystem.

�Recognisedistributedsystemsproblems.

�MakeuseofDSexpertise.

http://www.csc.liv.ac.uk/˜mjw/pubs/imas/15



Lecture10AnIntroductiontoMultiagentSystems

1.10Don’tExploitRelatedTechnology

�Inanyagentsystem,percentageofthesystemthatis
agent-specificiscomparativelysmall.

�TheraisingbreadmodelofWinston.

�Thereforeimportantthatconventionaltechnologiesand
techniquesareexploitedwhereverpossible.

�Don’treinventthewheel.(Yetanothercommunication
framework.)

�Exploitationofrelatedtechnology:

–speedsupdevelopment;
–avoidsre-inventingwheel;
–focusseseffortonagentcomponent.

�Example:CORBA.

http://www.csc.liv.ac.uk/˜mjw/pubs/imas/16

Lecture10AnIntroductiontoMultiagentSystems

1.11Don’texploitconcurrency

�Manywaysofcuttingupanyproblem.

Examples:decomposealongfunctional,organisational,physical,
orresourcerelatedlines.

�Oneofthemostobviousfeaturesofapoormulti-agentdesignis
thattheamountofconcurrentproblemsolvingiscomparatively
smalloreveninextremecasesnon-existent.

�Serialprocessingindistributedsystem!

�Onlyeverasinglethreadofcontrol:concurrency,oneofthe
mostimportantpotentialadvantagesofmulti-agentsolutionsnot
exploited.

�Ifyoudon’texploitconcurrency,whyhaveanagentsolution?
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1.12WantYourOwnArchitecture

�Agentarchitectures:designsforbuildingagents.

�Manyagentarchitectureshavebeenproposedovertheyears.

�Greattemptationtoimagineyouneedyourown.

�Drivingforcesbehindthisbelief:

–“notdesignedhere”mindset;

–intellectualproperty.

�Problems:

–architecturedevelopmenttakesyears;

–noclearpayback.

�Recommendation:buyone,takeoneofftheshelf,ordowithout.
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1.13ThinkYourArchitectureisGeneric

�Ifyoudodevelopanarchitecture,resisttemptationtobelieveitis
generic.

�Leadsonetoapplyanarchitecturetoproblemforwhichitis
patentlyunsuited.

�Differentarchitecturesgoodfordifferentproblems.

�Anyarchitecturethatistrulygenericisbydefinitionnotan
architecture...

�Ifyouhavedevelopedanarchitecturethathassuccessfullybeen
appliedtosomeparticularproblem,understandwhyit
succeededwiththatparticularproblem.

�Onlyapplythearchitecturetoproblemswithsimilar
characteristics.
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1.14UseTooMuchAI

�Temptationtofocusontheagentspecificaspectsofthe
application.

�Result:anagentframeworktoooverburdenedwithexperimental
AItechniquestobeusable.

�Fuelledby“featureenvy”,whereonereadsaboutagentsthat
havetheabilitytolearn,plan,talk,sing,dance...

�Resistthetemptationtobelievesuchfeaturesareessentialin
youragentsystem.

�Thelesson:buildagentswithaminimumofAI;assuccessis
obtainedwithsuchsystems,progressivelyevolvetheminto
richersystems.

�WhatEtzionicalls“usefulfirst”strategy.
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1.15NotEnoughAI

�Don’tcallyouron-offswitchanagent!

�Berealistic:itisbecomingcommontofindeverydaydistributed
systemsreferredtoasmulti-agentsystems.

�Anothercommonexample:referringtoWWWpagesthathave
anybehindthescenesprocessingas“agents”.

�Problems:

–leadtotheterm“agent”losinganymeaning;

–raisesexpectationsofsoftwarerecipients

–leadstocynicismonthepartofsoftwaredevelopers
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1.16Seeagentseverywhere

�“Pure”A-Osystem=everythingisanagent!

Agentsforaddition,subtraction,...

�Naivelyviewingeverythingasanagentisinappropiate.

�Choosetherightgrainsize.

�Morethan10agents=bigsystem.
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1.17TooManyAgents
�Agentsdon’thavetobecomplextogeneratecomplexbehaviour.

�Largenumberofagents:

–emergentfunctionality;

–chaoticbehaviour.

�Lessons:

–keepinteractionstoaminimum;

–keepprotocolssimple;
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1.18Toofewagents

�Somedesignersimagineaseparateagentforeverypossible
task.

�Othersdon’trecognisevalueofamulti-agentapproachatall.

�One“allpowerful”agent.

�ResultislikeOOprogramwith1class.

�Failssoftwareengineeringtestofcoherence.

http://www.csc.liv.ac.uk/˜mjw/pubs/imas/24

Lecture10AnIntroductiontoMultiagentSystems

1.19Implementinginfrastructure

�Therearenowidely-usedsoftwareplatformsfordeveloping
agentsystems.

�Suchplatformswouldprovideallthebasicinfrastructurerequired
tocreateamulti-agentsystem.

�Theresult:everyonebuildsthereown.

�Bythetimethisisdeveloped,projectresourcesgone!

�Noeffortdevotedtoagent-specifics.
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1.20Systemisanarchic

�Cannotsimplybundleagroupofagentstogether.

�Mostagentsystemsrequiresystem-levelengineering.

�Forlargesystems,orforsystemsinwhichthesocietyis
supposedtoactwithsomecommonalityofpurpose,thisis
particularlytrue.

�Organisationstructure(evenintheformofformalcommunication
channels)isessential.
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1.21Confusesimulatedwithrealparallelism

�Everymulti-agentsystemstartslifeonasinglecomputer.

AgentsareoftenimplementedasUNIXprocesses,lightweight
processesinC,orJAVAthreads.

�Atendencytoassumethatresultsobtainedwithsimulated
distributionwillimmediatelyscaleuptorealdistribution.

�Adangerousfallacy:distributedsystemsareanorderof
magnitudemoredifficulttodesign,implement,test,debug,and
manage.

�Manypracticalproblemsinbuildingdistributedsystems,from
mundanetoresearchlevel.

�Withsimulateddistribution,thereisthepossibilityofcentralised
control;intrulydistributedsystems,suchcentralisedcontrolis
notpossible.
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1.22Thetabularasa

�Whenbuildingsystemsusingnewtechnology,oftenan
assumptionthatitisnecessarytostartfroma“blankslate”.

�Often,mostimportantcomponentsofasoftwaresystemwillbe
legacy:

functionallyessential,buttechnologicallyobsoletesoftware
components,whichcannotreadilyberebuilt.

�Suchsystemsoftenmissioncritical.

�Whenproposinganewsoftwaresolution,essentialtoworkwith
suchcomponents

�Theycanbeincorporatedintoanagentsystembywrapping
themwithanagentlayer.
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1.23Ignoredefactostandards

�Therearenoestablishedagentstandards.

�Developersoftenbelievetheyhavenochoicebuttodesignand
buildallagent-specificcomponentsfromscratch.

�Butherearesomedefactostandards.

�Examples:

–CORBA;

–HTML;

–KQML;

–FIPA.
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2MobileAgents

�Remoteprocedurecalls(a)versusmobileagents(b):

client computer
server computer

client process
server process

network

(b)

client computer
server computer

client process
server process

network

(a)

agent
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�Whymobileagents?

–low-bandwidthnetworks(hand-heldPDAs,suchasNEWTON);

–efficientuseofnetworkresources.

�Therearemanyissuesthatneedtobeaddressedwhenbuilding
softwaretoolsthatcansupportmobileagents...

–securityforhostsandagents;

–heterogeneityofhosts;

–dynamiclinking.
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SecurityforHosts

Wedonotwanttoexecuteforeignprogramsonourmachine,as
thiswouldpresentenormoussecurityrisks:

�Iftheagentprogramminglanguagesupportspointers,thenthere
isthedangerofagentscorruptingtheaddressspaceofthehost

�manyagentlanguagesdon’thavepointers!

�UNIX-likeaccessrightsonhost;

�safelibrariesforaccesstofilestore,processspace,etc;

�someactions(e.g.,sendingmail)areharmlessinsome
circumstances,butdangerousinothers—howtotell?
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�someagentlanguages(e.g.,TELESCRIPT)providelimitsonthe
amountofe.g.,memory&processortimethatanagentcan
access;

�secureco-processorsareasolution—haveaphysically
separateprocessoronwhichtheagentisrun,suchthatthe
processorisin‘quarantine’(‘paddedcell’).

Someagentlanguagesallowsecuritypropertiesofanagenttobe
verifiedonreceipt.
Hostsmusthandlecrashedprogramscleanly—whatdoyoutell
anownerwhentheiragentcrashes?
Trustedagents?
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SecurityforAgents

�Agentshavearighttoprivacy!

�Weoftendonotwanttosendoutourprograms,astodoso:
mightenabletherecipienttodetermineitspurpose,andhence
ourintent.

�Theagentmightbemodified(sabotaged!)insomeway,without
itsownersknowledgeorapproval.

�Anagentcanbeprotectedintransitbyusingconventional
encryptiontechniques(e.g.,PGP).

�Inordertoensurethatanagentisnottamperedwith,itis
possibletousedigitalwatermarks—ratherlikecheckdigits.
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HeterogeneityofHosts

�Unlesswearehappyforouragentstobeexecutedonjustone
typeofmachine(Mac,PC,SPARC,...),thenwemustprovide
facilitiesforexecutingthesameagentonmanydifferenttypesof
machine.

�Thisimplies:

–interpretedlanguage:
compiledlanguagesimplyreductiontomachinecode,which
isclearlysystemdependent—reducedefficiency;(perhaps
usevirtualmachinetechnology);

–dynamiclinking:
librariesthataccesslocalresourcesmustprovideacommon
interfacetodifferentenvironments.
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ATypologyforMobileAgents

�Wecandividemobileagentsintoatleastthreetypes:

–autonomous;

–on-demand;

–‘activemail’-type
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AutonomousMobileAgents

�Byautonomousmobile,wemeanagentsthatareabletodecide
forthemselveswheretogo,when,andwhattodowhentheyget
there(subjecttocertainresourceconstraints,e.g.,howmuch
‘emoney’theycanspend.

�Suchagentsaregenerallyprogrammedinaspeciallanguage
thatprovidesagoinstruction...bestknownexampleis
TELESCRIPT.
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On-DemandMobility

�Theideahereisthatahostisonlyrequiredtoexecuteanagent
whenitexplicitlydemandstheagent.

�Thebestknownexampleofsuchfunctionalityisthatprovidedby
theJAVAlanguage,asembeddedwithinhtml.

�AuserwithaJAVA-compatiblebrowser(e.g.,NETSCAPE2.0)can
requesthtmlpagesthatcontainapplets–smallprograms
implementedintheJAVAlanguage.

�Theseappletsaredownloadedalongwithallotherimages,text,
forms,etc.,onthepage,and,oncedownloaded,areexecutedon
theuser’smachine.

�JAVAitselfisageneralpurpose,C/C++likeprogramming
language,(thatdoesnothavepointers!)
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‘Active-Mail’Agents
�Theideahereisto‘piggy-back’agentprogramsontomail.

�Thebest-knownexampleofthisworkisthemimeextensionto
email,allowingSafe-Tclscriptstobesent.

�Whenemailisreceived,the‘agent’isunpacked,andthescript
executed...hencetheemailisnolongerpassive,butactive.
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2.1Telescript

�TELESCRIPTwasalanguage-basedenvironmentforconstructing
mobileagentsystems.

�TELESCRIPTtechnologyisthenamegivenbyGeneralMagictoa
familyofconceptsandtechniquestheyhavedevelopedto
underpintheirproducts.

�TherearetwokeyconceptsinTELESCRIPTtechnology:

–places;and

–agents.

�Placesarevirtuallocationsoccupiedbyagents.Aplacemay
correspondtoasinglemachine,orafamilyofmachines.
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�Agentsaretheprovidersandconsumersofgoodsinthe
electronicmarketplaceapplicationsthatTELESCRIPTwas
developedtosupport.

�Agentsareinterpretedprograms,ratherlikeTCL.

�Agentsaremobile—theyareabletomovefromoneplaceto
another,inwhichcasetheirprogramandstateareencodedand
transmittedacrossanetworktoanotherplace,whereexecution
recommences.

�Inordertotravelacrossthenetwork,anagentusesaticket,
whichspecifiestheparametersofitsjourney:

–destination;

–completiontime.
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�Agentscancommunicatewithone-another:

–iftheyoccupydifferentplaces,thentheycanconnectacrossa
network;

–iftheyoccupythesamelocation,thentheycanmeetone
another.
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�TELESCRIPTagentshaveanassociatedpermit,whichspecifies:

–whattheagentcando(e.g.,limitationsontravel);

–whatresourcestheagentcanuse.

�Themostimportantresourcesare:

–‘money’,measuredin‘teleclicks’(whichcorrespondtoreal
money);

–lifetime(measuredinseconds);

–size(measuredinbytes).

�Agentsandplacesareexecutedbyanengine.

�Anengineisakindofagentoperatingsystem—agents
correspondtooperatingsystemprocesses.
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�Justasoperatingsystemscanlimittheaccessprovidedtoa
process(e.g.,inUNIX,viaaccessrights),soanenginelimitsthe
wayanagentcanaccessitsenvironment.
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�Enginescontinuallymonitoragent’sresourceconsumption,and
killagentsthatexceedtheilimit.

�Enginesprovide(C/C++)linkstootherapplicationsvia
applicationprograminterfaces(APIs).

�AgentsandplacesareprogrammedusingtheTELESCRIPT

language:

–pureobjectorientedlanguage—everythingisanobject—
apparentlybasedonSMALLTALK;

–interpreted;

–twolevels—high(the‘visible’language),andlow(a
semi-compiledlanguageforefficientexecution);

–a‘process’class,ofwhich‘agent’and‘place’aresub-classes;

–persistent;
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�GeneralMagicclaimthatthesophisticatedbuiltin
communicationsservicesmakeTELESCRIPTidealforagent
applications!
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�Summary:

–arichsetofprimitivesforbuildingdistributedapplications,
withafairlypowerfulnotionofagency;

–agentsareultimatelyinterpretedprograms;

–nonotionofstrongagency!

–likelytohaveasignificantimpact(supportfromApple,AT&T,
Motorola,Philips,Sony).

–notheardofanyonewhohasyetactuallyusedit!
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2.2TCL/TKandScriptingLanguages

�The(free)ToolControlLanguage(TCL—pronounced‘tickle’)
anditscompanionTK,arenowoftenmentionedinconnection
withagentbasedsystems.

�TCLwasprimarilyintendedasastandardcommandlanguage
—lotsofapplicationsprovidesuchlanguages,(databases,
spreadsheets,...),buteverytimeanewapplicationis
developed,anewcommandlanguagemustbeaswell.
TCLprovidesthefacilitiestoeasilyimplementyourown
commandlanguage.

�TKisanXwindowbasedwidgettoolkit—itprovidesfacilitiesfor
makingGUIfeaturessuchasbuttons,labels,textandgraphic
windows(muchlikeotherXwidgetsets).
TKalsoprovidespowerfulfacilitiesforinterprocess
communication,viatheexchangeofTCLscripts.
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�TCL/TKcombined,makeanattractiveandsimpletouseGUI
developmenttool;however,theyhavefeaturesthatmakethem
muchmoreinteresting:

–TCLitisaninterpretedlanguage;

–TCLisextendable—itprovidesacoresetofprimitives,
implementedinC/C++,andallowstheusertobuildonthese
asrequired;

–TCL/TKcanbeembedded—theinterpreteritselfisavailable
asC++code,whichcanbeembeddedinanapplication,and
canitselfbeextended.
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�TCLprogramsarecalledscripts.

�TCLscriptshavemanyofthepropertiesthatUNIXshellscripts
have:

–theyareplaintextprograms,thatcontaincontrolstructures
(iteration,sequence,selection)anddatastructures(e.g.,
variables,lists,andarrays)justlikeanormalprogramming
language;

–theycanbeexecutedbyashellprogram(tclshorwish);

–theycancallupvariousotherprogramsandobtainresults
fromtheseprograms(cf.procedurecalls).

�AsTCLprogramsareinterpreted,theyareverymucheasierto
prototypeanddebugthancompiledlanguageslikeC/C++—
theyalsoprovidemorepowerfulcontrolconstructs...

–...butthispowercomesattheexpenseofspeed.
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–Also,thestructuringconstructsprovidedbyTCLleave
somethingtobedesired.
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�Sowheredoestheideaofanagentcomein?
ItiseasytobuildapplicationswhereTCLscriptsareexchanged
acrossanetwork,andexecutedonremotemachines.
ThusTCLscriptsbecomesortofagents.

�Akeyissueissafety.Youdon’twanttoprovidesomeoneelses
scriptwiththefullaccesstoyourcomputerthatanordinary
scriptinglanguage(e.g.,csh)provides.

�ThisledtoSafeTCL,whichprovidesmechanismsforlimitingthe
accessprovidedtoascript.
Example:SafeTCLcontroltheaccessthatascripthastotheUI,
byplacinglimitsonthenumberoftimesawindowcanbe
modifiedbyascript.

�ButthesafetyissuehasnotyetbeenfullyresolvedinTCL.This
limitsitsattractivenessasanagentprogrammingenvironment.
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�Summary:

–TCL/TKprovidearichenvironmentforbuilding
language-basedapplications,particularlyGUI-basedones.

–Buttheyarenot/werenotintendedasagentprogramming
environments.

–Thecoreprimitivesmaybeusedforbuildingagent
programmingenvironments—thesourcecodeisfree,stable,
well-designed,andeasilymodified.
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