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Abstract

We investigatelegal and philosophicalnotionsof privacyin

the contextof artificial agents.Our analysisutilizes a nor-
mative accountof privacy that defendsits value and the
extentto which it shouldbe protected:privacy is treatedas
an interestwith moral value,to supplementhe legal claim

that privacy is a legal right worthy of protectionby society
andthe law. We arguethat the fact that the only entity to

accesany personalata(suchasemail) is an artificial agent
is irrelevantto whethera breachof privacy hasoccurred.
What is relevantare the capacitiesof the agent:what the
agentis both ableand empoweredo do with thatinforma

tion. We showhow conceptof legalagencyandattribution
of knowledgegainedby agentgo their principalsarecrucial
to understandingvhethera violation of privacy has oc-

curredwhenartificial agentsaccessisers@ersonadata.As

naturallanguageprocessingand semanticextractionusedin

artificial agentsbecomeincreasinglysophisticated,so the
corporationghat deploythoseagentswill be morelikely to

be attributedwith knowledgeof their users@ersonalinfor-

mation, thus triggering significant potential legabiiities.

1 Introduction

PrivacyOsphilosophicalhistory datesback to AristotleOs
famousdistinction betweenthe public sphereof political
activity andthe private sphereof domesticlife. Philosopli
cal debatessincethen havedistinguishedbetweendescrip-
tive (whatis worthy of beingkept private) and prescriptive
(whatis of normativevaluein privacy)accountsof privacy.
Of particularinterestin this rich discussion[Paul et. al
2000; Schoeman1984; Agre & Rotenberg,1997] is the
normativeconceptof informational privacy. This notion is
increasinglythreatenedy the colossalamountsof personal
information collected as individuals participatein online
activities that identify them, and storedin commercialon-
line databasewhoseaccesgoliciesmay not be sufficiently
respectfulof individual privacy, or in insecuredatabases
maintained by federal, state, and local governments
[Garfinkel, 2004].

Concernsover the violation of privacy by technological
advancesre not new; thefirst expressiorof concernin this
regarddatesbackto 1890. Thereis a new wrinkle in the
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landscapénowever:the collectionanduseof informationby
programssuch as GoogleOAdSensescanningtechnology,
which when appliedto GoogleO&mail systemleadsto the
generatiorof advertisementgads)that arerelevantto iden-
tified keywordsin messagéodies. Google conductsauc-
tions of eachkeyword, so that the highestbiddershavethe
right to have their ads linked to that keyword.

Googlehassoughtto assuageoncernsover this putative
violation of privacy by pointing to the non-involvement of
humans in the process. In the comingdecadesywe may ex-
pectincreasinguseof this technologyand artificial agents,
suchasdata-minersand bots, which scanonline databases
for profiling purposesAnd we may seean increasingusage
of the so-calledGoogledefenseif humansdo not readyour
private communicationsyour privacy hasnot beenviolated.
This raisesa questionfor concernectitizensand desigrers
of autonomousrtificial agentsto what extent shouldthese
agentshaveaccesdo personalinformation?Doesit matter
thata humanis not readingmy email?Shouldit concernus
thatinformationwe would not entrustto a humanwillingly,
citing privacy concernsjs collected,storedandanalyzedby
Oamere programOWe will arguethat it should;it is the
technical capacities Of this program that are estant.

The outline of this paperis asfollows: in Section2, we
arguefor privacy asa moral value;in Section3 we intro-
ducethe generaltheoryof artificial agentsandattribution of
knowledgeto their principals;in Section4 we address
whetherGoogleis Oreadingny mail®andin Section5 we
inquire into the legal implicationsfor Googleif thatis the
case. Our carlusions are set out in Section 6.

2 The Value of Privacy

In their seminal1890paperOTheRight to PrivacyOSamuel
Warrenand Louis Brandeisarguedthat Opolitical,social,
and economicchanges@nd Otheright to be let aloneCen-
tailed that the law offer privacy protectionto individuals.
Respondingo technologicalchangesn the media,suchas
the adventof photagraphy,Warrenand Brandeisnotedthe
invasionof privacy broughtaboutby releaseof detailsper-
taining to a personQOgrivatelife. They arguedthata gereral

! AdSense technology is described in US Patent Applications
20040059712, 20040093327 and 20040167928.



right to privacy would protectthe extentto which oneOm-
nermostmental life could be sharedwith others, afford
Opeacef mindO andbe groundedin a generalright of im-
munity of the person Otheright to oneOpersonality@inter-
pretble as protectionof an individualOsautonomy).While
existent US law offered protectionNvia the Fourth
AmendmentNforhomesandtheir interiorsagainstsearches,
they arguedthat new, potentiallyintrusive, technologymade
it necessaryo formalizethis protectionunderthe rubric of
privacy.

This formulation of the right to privacy is known as
Ocotrol over information about oneselfOjt saysnothing
aboutthe identity of the agentgainingcontrol overinforma
tion. Thus, photographstaken by an automatedcamera
mountedoutsidesomeoneQsome entail a loss of privacy
evenif the phobgraphshadnot yet beenviewedby humans:
the personinsidewould havehadno control overtherelease
of this information. The Oinformatioreakage@vould be
enoughviolation of privacy; the violation would take place
at the momentthe photographwas taken, not when they
wereviewed. For WarrenandBrandeis theright to privacy
is a moral value worthy of protectionunderlaw, with no
concessions made to contingent violations.

To echoWarrenand Brandeis@oncerns threelandmark
casesestablishedhat privacy neededprotectionfrom tech-
nologicalinvasions.In thefirst electronic surveillancecase,
Olmsteadv. United States(1928¥, the US SupremeCourt
ruled that warrantswere not necessaryn orderfor federal
agentsto carry out phone-tapsThe Court ruled that the
Fourth Amendmentonly protectedagainstOphysicainva-
sionsGby law enforcementofficers. Dissentingfrom the
majority, JusticeBrandeisarguedfor a reconfigurednotion
of privacy to accommodatenew technology.ln 1967, the
SuwremeCourt overruledthis decisionin decidingKatz v.
United Stated, judging that tappingphoneconversationsn
a public phoneboothwasa violation of the Fourth Amerd-
ment.The courtruled thatthereis a Oreasonabkexpectation
of privacyOin public spaces:O[T]heFourth Amendment
protectspeople,not places.[What a person]seeksto pre-
serveas private, evenin an areaaccessibleto the public,
may be constitutionallyprotected.@inally, in 1995,a US
Military Court, citing the Katz decision,ruled that an indi-
vidual hasa reasonablexpectatiorof privacyin his private
e-mail, evenif storedandsentusingan online sevice’. The
right to informationalprivacy then, hasbeenunderstoodas
protectingnot just againstsurveillance monitoringandwar-
rantlesssearcheshut alsoagainstapproprationandmisuses
of oneOsommunicationsAgain, theserulings did not make
their judgments contingent upon the nature of the agent that
violates a citizen’s right to privacy.

2277 U.S. 438; 48 S. Ct. 564; 72 L. Ed. 944

8389 U.S. 347; 88 S. Ct. 507; 19 L. Ed. 2d 576

4 U.S. v. Maxwell, 42 M.J. 568 (USAF Crim.App. 1995%v'd
in part, 45 M.J. 406 (1996). However the mainstream academic
assumption is that the Fourth Amendment does not protect email
stored by third parties see, e.g., [Schwartz et al, 2005] at p. 602.

Theorizingsincethen hasreflectedthis concernwith in-
formationalprivacy’ andcontinuesto link the notion of per-
sonalautonomyto it. [Westin, 1967] describesprivacy as
the ability to determinefor ourselveswhen, how, and to
what extentinformation aboutus is communicatedo others;
while [Parent,1983] describegrivacy as, Othecondition of
not having undocumentegersonalinformation known or
possessedly othersOCommonto theseanalysess the no-
tion of the loss of autonomy when the agents@rivacy is
breachedgachproblematicappropriationof an agentOper-
sonalinformation takesplace without his or her consent.
WestinOsinalysisraisesthe issueof autonomougeterni-
nation of the releaseof information,while Parentnotesthat
information may only be releasedvhen the individual has
itself documentedit publicly. Theseanalysessuggesta
moral wrong occurswith the uncatrolled, non-autonomous
release of information pertang to an individual.

More recently,[Lessig,2000] arguesthat the right to pri-
vacy providesa measureof dignity, andtestsour intuitions
with a hypotheticalsituation. The US National Searity
Agency(NSA) releases worm overthe Internetin an effort
to try andfind a file missingfrom their servers.This pro-
gram erters every US residentOsomputerand scansits
harddisk; if it finds thefile, it sendsa reportto the NSA; if
not, it moveson. The programis smartenoughto only use
idle CPU cycleson eachmachine.No intrusion then, that
botheredme, took place;nothingwasdisturbedhe contents
of my harddisk were not reportedto the governmenfeven
my illegal collection of copyrightedmusic). An artificial,
not human,agentwent throughmy files (only their names,
not their contents);no humaneyeshave seenmy data;yet
our intuitions pertainingto our senseof dignity andpersonal
autonomyare offended,for we were not askedfor permis-
sion, our belongingswere searchedand we were held po-
tentially suspectuntil searchedPrivacy law finds its foun-
dationsin the intuition that we experiencemoral injury in
situations like those in LessigOs example.

Claimsfor full-blown rightsto privacythen,regardless of
the nature of the agent engaged in the violation, canbe un-
derstoodas carrying normativeweight: dignity is a moral
good, as is individual autonomy.Understandingnforma-
tional privacy asan expressiorof autonomy[Michelfelder,
2001;Scanlan2001; Corlett,2002],anddignity, in addtion
to viewing it asa constitutionallimitation on goverrmental
or corporatepower, enablesan undestandingof it as a
moral good, worthy of protectionfrom the assaultof the
legal and penalsystemsandfrom changesn technological
capacitiesthat increasethe potertial for the invasive
searche®f, andthe increasingaccesdo, our personalin-
formation that artificial agentswill cometo have.As we
will see,when an artificial agentand its principal can be
saidto Oknow®&omethingis crucial in determiring whether
a breach of privacy has occurred on its accessing our data.

5> See discussions concerning medical data e.g., [Tavani, 2004;
Lankshear & Maon 2001].



3 Attribution of Knowledge held by Agents

[Chopra& White 2004,2005] arguedfor a developmenbf
legal doctrine,wherebyartificial agentsare assimilatedto
humanagentdor the purposef enteringinto contractsand
for the purposesof accumulatingknowledgethat could le-
gally be attributed (or Oimputed@) their principals (the
legal personshumanor corporate,on whosebehalf they
act). Artificial agents,on this analysis,would be akin to
slavesunder Roman law, not legal personsin their own
right, but with power to enterinto binding arrangements,
and receiveinformation, on behalf of their owners,in cir-
cumstancesvhere their ownerswould be bound by those
arrangements or that knadge.

[Chopra& White, 2005] showedthat the law of imputed
knowledge wherebythe knowledgeof a (humanor corpo-
rate) agentgainedwithin the scopeof the agentOsmploy-
mentis imputedto its principal, doesnot reston a presump-
tion thatthe agenthascarriedout its duty to inform its prin-
cipal. Rather they postulatethatit is the ability of the agent
to conveythe requisiteinformation to the principalNthat
knowledgeis readyto handNthat is crucial. They further
arguethat artificial agentsjust like humanones,shouldbe
consideredo be repositoriesof legally relevantknowledge
on behalf of their principals,a compellingapproachwhen
most information held by corporationsis in the form of
electronicrecords.They suggest distinctionbetweenelec
tronic records which areready-to-handind shouldbe con-
sideredto be part of the knowledge of the corporation
whetheror not any humanagentknows their contents,and
paperrecordswhich the corporationcontrolling themcannot
be presumedo know the contentsof, in the absenceof a
humanor artificial agentthat does.Attribution then, does
not dependon a notional passingof knowledgeup the man-
agementierarchy;rather,attribution of knowledge held by
an agent to the principal depends on the functions granted
to the agent, i.e., the existence and scope of the agency re-
lationship.

What of Ohorizontali@formation barriers,which prevent
managemenfrom gaining accesdo the knowledgeheld by
agentdower downthe comporatehierarchy?Theseissuesare
importantin medicalsituations,where patientconfidentid
ity meansthat managemenand othersnot directly con-
cernedwith the patientOslinical caremay haveno right to
particular patients@ecords.Yet the law will attributedoc-
torsCknowledgeto an employing hospital or practice,for
instancein the contextof a medical negligencecase.The
fact thatknowledgeis not ready-to-hando the management
doesnot meanthatit is not countedasthe corporation’s
knowledge for legal purposes.

Furthermore the corporationizself legally is attributed
with that knowledge.If, for examplethe employermadea
misleadingpublic statemenfboutthe numberof patientsit
had treatedwho had had a certain medical condtion, it
could not pleadin its defenseits lack of knowledgeof its
patients@edicalconditions.The properresponsavould be
for the employerto establisha systemwherebypatientsta-
tisticsNproperly anonymizedNwouldbe collectedand re-
portedaccurately.Hence knowledgecanbe attributedfrom

an agentto a corporateprincipal evenwhen the agentis
underan obligation not to conveythe knowledgeto other
agents of the corporate princifal.

4 Is Google Reading My Email?

The launchof Gmail was attendedby considerabledisquiet
amongcommentatorgo the effect that GoogleOscreening
methodologyamountedto a breachof the userOgrivacy.
Oneresponsevas that usersare free to give up their own
privacy, and are askedto do so on a regularbasis,in ex-
changefor receiving certain sevices. However, GoogleOs
responsevasinstructive: there was no issue of a breach of
privacy because humans were not reading the users’ mail.’

1. Is Google reading my email?

No. Googlescansthe text of Gmail message orderto filter spam
anddetectviruses just asall majorwebmailservicesdo. GoogleEuses
this scanningtechnologyto deliver targetedtext adsand other related
information. This is completely automated and involves nodns.

However,thirty-one worldwide privacy bodieswere quick
to point out®

E acomputersystempwith its greaterstorage memory,andassociative
ability thana humanOsould be just asinvasiveasa humanlisteningto
the communications, if not more so.

We agreewith the privacy bodiesthat the mere fact that
humansarenot involved is not relevantto eitherthe legal or
moral dimensionsof GoogleObehavior.However,the lim-
ited functionality of the softwareagentsusedto processthe
mail, and the limits on what is donewith the information
extracted,gives the user sufficient comfort that intimate
detailsare not availablefor othersto peruse.For many us-
ers, including these authors, the trade-offs are worthwhile.

Significantly, Googledoesnot itself placecompletefaith
in the automated nature of the scanning protess:

All major email servicesEautomaticallyscan email contentfor the
benefit of users.When email messages are fully protected from un-

wanted disclosure, the automatic scanning of email does not amount to

a violation of privacy. [emphasisadded]E [D]elivering information
gatheredhroughemail scanningo a third party would be a violation of

privacy. Googledoesnot do this. Neitheremail contentnor any personal
information is ever shared with other parties...

Googlethen, implicitly acknowledgeghat, howeverauto-
matedthe processijf detailswereforwardedon to third par
ties, a violation of privacy would occur. Thus, Googlerec-
ognizesthat the automatedhatureof the processwhile of
comfort to userswho are grateful their personalmessages
are not bang readby humanstrangersjs not a defenseto

% In this respect, corporate principals may be different than
other kinds of principal. See [Langevoort, 2003]

7 http://mail.google.com/mail/help/about_privacy.html

8 http://www.privacyrights.org/ar/GmailLetter.htm

% http://mail.google.com/mail/help/more.html




the chargeof a violation of privacy. Their defensds thatno
onwarddisclosuretakesplace. However,the fact that the
softwareagentscannotdo anythingmore with the informa-
tion extractedthan generateadvertisement$o placealorg-
sidethosemailsis not, by itself, sufficientto dispelthelegal
and ethical dilemmas at play.

Right now, GoogleOsystemis ableto identify userswho
havean interestNinnocentor otherwiseNin terrorism,Na-
zismor child pornographyMany pemle interestedn these
topicswould haveinnocentmotives,whetherthey are aca
demics,law enforcemenbfficials or curiouscitizens.But a
small but relatively high percentaggcomparedwith the
total usergroup)would havea lessinnocentinterest.Infor-
mation of this type is a valuable commodity in a world
grippedby fearsof terrorismand Internetpedmhilia. Goo-
gle wasrecentlyorderedby the US District Courtto hand
over anonymizednformationaboutURLs returnedby user
searched? and it and other online companies have been
askedby the US JusticeDepartmentto retain recordsof
users® search queries for as long as two Years.

If Googlewereto find itself the subjectof a valid sub-
poenarelatingto email content,and the court were to find
the requestnot over-broad,it would be of no comfort to
usersthatno humanhadreadtheir mail. Googlenotesthatit
is subject to authorized requests for informatfon:

Many of the concernsaroundGmail havecenteredon the useof auto

matic scanningtechnologyto deliver relevantadsandrelatedinforma-
tionE.These concernsare misdirected Automatic scanning technology

alone does not make it any easier for a government to obtain or access

your...private information. ...GoogledoesEcomply withEsearch war-

rants, court orders,or subpoenaseekingaccountinformation. These
sameprocessesapply to all law-abiding companiesE.[T]he primary
protectionsyou haveagainstintrusionsby the governmentarethe laws
that apply to where you live. [Emphasis added]

GoogleOassertioremphasize@boveis questionableWhile
the huge Gmail databasesould be queriedunder a swb-
poenausing custom-builtfilters to track down ObadyuysO,
GmailOslevelopmentork is self-evidentlyeliminatingthe
needto custom-buildequivalentfilters, andacceleratinghe
developmenbf more sophistcatedfilters that canbuild on
their functionality.

So, Is Googlereadingmy mail? At presentwe conclude
not: AdSensesoftwaredoesnot currently appearo possess
the semanticanalysiscapacitythat we could call OredingO.
We would argueit knowswhat we aretalking aboutandin
somecircumstanceshat may be compromisingenough But
it doesnot, crucially, appearto know what we are saying
and what emotionswe are expressingaboutwhat we are
talking about.

Google could however,continueto refine its softwareOs
sophisticationso that the semanticcontentof the mails be-
ing scannedbecomesincreasinglyknown to the software

° United States v Google, Inc., 234 F.R.D. 674.
Y http://tinyurl.com/f5u5q )
2 Google Inc., ®More on Gmail and privacyd,heie cit.

deployed.lIts systemmight categorizemail accordingto
whatthe mail wasabout,andwhich emotionconcerningthe
subjectmatterof the emailwasbeingexpressedAdvertisers
might find this useful. More invasively, Googlemight want
to build a profile of users@astes habitsand characteistics
(suchassex,race,religion, income);advertisersvould find
thatkind of informationinterestingtoo. Whenthattechnd-
ogy everuates,it would be naturalto say that Googleis
Oreading®y mail, just aswe speakof computersOknowingO
that summertime hasstarted.Intentionalattributionsin the
former case are even more plausible than the latter.

5 Legal Implications for Google

Evenif Googlecould thenbe saidto be Oreadingi@® usersO
mail in aloosesenseijt would not attainthe level of sema-
tic understandingf the mail that a humanwould. Never
theless,the fact that Google hassome (if not complete)
knowledgeof the contentsof its users@mailshaspotential
legal implications,which needto be keptin mind by de-
signers of artificial agents.

Firstly, Oreading® users@nail could havelegalimplica-
tions for Googleundera US anda Californian statuterela-
ing to wiretapping.The US Wiretap Act®® criminalizesa
personwho Ointentionallyintercepts@ny Oelectronicom-
municationOsubjectto certainexception¥, and who sub-
sequentlyusesor disclosesthe contentsof the electronic
communicationhavingreasonto know thatthe information
wasobtainedin violation of the provisior®. It alsoprovides
for civil damagedor a personwhoseelectroniccommuri-
cationis intercepteddisclosed or intentionallyusedin vio-
lation of the chaptel®

It has beensuggestedMiller, 2005] that GoogleOsle-
ploymentof the AdSensetechnologyin its Gmail service
could violate the Wiretap Act asthe scaining of eachemail
onits first openingwould constitutean Qinteception@or the
purposef the Act.” It could alsobe arguedthatits useof
the contentsof an email by the AdSenseprogramwould be
a useby a personhaving reasonto know that the informa-
tion was obtainedin violation of the provision, contraryto
the statute.

However,thereis a specificexceptionin the Wiretap Act
where Ooneof the partiesto the communicationhas given
prior consentto suchinterception® Google could argue
thatit is protectedby the consentthat its usersgive to its
terms of use.But, as [Miller, 2005] points out, GoogleOs
termsof useare madeknown afterthe userhassignedup to
the Googleaccount,andits privacy policies, which canbe
accessedeforeregistration,are not specific on the issue.
So, arguably,Googleis interceptingits users@mailswith-
out their consent.Neverthelessit seemsthat its usersare

1318 USC Chapter 119NWire And Electronic Communica
tions Interception And Interception Of Oral Communications

1418 USC = 2511(1)(a)

518 USCe 2511(1)(c) and (d)

1618 USC = 2520(a)

Y United States v Councilman (2005) 418 F.3d 67.

1818 USC = 2520(2)(d)



contentto trade-offthe lossof privacy sufferedfor the con-
venienceof a capaciousfree online email storagesystem.
Implicit consentor consentby conductmight well be found
by a court that had to decidethe issue.Were the issueto
becomea critical one Google could review its registration
process to ensure adequate consent Wzsnel.

One privacy interestthat is not protectedby this conclu-
sion, however,is that of the sender of emailto a Gmail ac-
count.Unlessit is assumedhatall sendersareawareof the
detailsof GoogleOAdSensesoftware, it seemsherewould
be no protectionfor the senderof an email to a Gmail ac-
count from having her mail OreadO by Google.

Onceopened email retainedon the Gmail servermay®®

arguingthat Googlewas in breachof ©631(a)*? We agree
with the EPIC that Googleshouldbe treatedas Olearimg the
contents®f the mails in the Gmail systemand thereforein
prima facie violation of the statute Further,it appearsto be
using information so obtained,againin prima facie viola-
tion of the staute. If the AdSensetechnologyis developed
further, Googlemay violate the prohibition againstOreadingO
its users@nail. The provision raisesa host of legal issues
that would needto be demonstratedn pradice in orderto
prove a violation on the part of Google. For example,
whetherthe email wasin Otransit€r the purposesof the
provision,and whethersendershad consentedo the appl
cation of AdSensetechnology.In the event,the Californian

be subjectto a separatdody of law relatingto unauthorized  Attorney-Generafailed to give any definitive responseo

accesdo storedelectroniccommunicationsn the facilities
of an electroniccommunicationserviceprovider® [Miller,

2005] arguesthat Googlewould be in dangerof violating
this rule. However, evenif this body of law is applicable,
there are defenseghat would be potentially applicable to

the allegations thereff.

Leavingasidequestionof liability undertheseparticular
statutesthereis the issue of potential liability for knowledge
that Google might gain from users' mail. Let ussuposethat
GoogleO#\dSensesemanticextractiontechnologycontin

Google where the conduct complained of is authorized by: uedto be developed.Supposethe systembecomesaware,

« Othepersonor entity providinga[n] E electroniccom-
munications serviceO; or

 Qauserof thatservicewith respectto a communication
of or intended for that usétO

While [Miller, 2005] arguesthat the first of theseexcep-
tions is too broad,it would seemto be squarelyapplicable
on the law asit stands.Furthermore,Google could argue
that it hasthe authorizationof its usersto engagein scan
ning. On this point, the argumentabout consentset out
above would be equally applicable.

California PenalCode = 631 establisheexpansivepro-
tectionsfor Ocommunications@hich includese-mail mes-
sages.This provision establishes criminal offencewhere
any person:

Ewillfully andwithout the consenbf all partiesto the communication,
or in any unauthorizednanner reads, or attempts to read, or to learn
the contents or meaning of any message, report, or communication
while the sameis in transitor passingoveranywire, line, or cable,or is
beingsentfrom, or receivedat any placewithin this state;or who uses,
or attemptsto use,in any manner,or for any purpose,or to communi-
cate in any way, any information sotaimed, E [emphasis added)]

Centralto any argumentthat Googleis in violation of the
provision is the proposition that Google is Oreadingr
learning the contentsor meaningof any message@@ithin
Gmail.

On 3rd May 2004, the Electronic Privacy Information
Centre(EPIC) wroteNon behalfof two other privacy orga-
nizationsanditselfNto California Attorney GeneralLokyer

® There is a body of case law that holds that only an Internet
service provider is capable of the provision of an Oelectronic com-
munication serviceO [Goldberg, 2005]. If true, webmail services

would not qualify, and the prohibition would not apply.
218 USC @ 270%¢ seq.
218 USC = 2701(c)(1) and (2)

not only of whatmy emailis about,whatemotionor attitude
is beingexpressedbut startsto modelin detail whatis be-
ing said. Sucha systemcould becomea kind of Opersonal
assistant@nanagingmy diary and automaticallyanswering
someemails. In such a situation we would find it com-
pletely naturalto saythe systemwas OredingQny mail. But
the knowledgegainedby sucha systemmight lead Google
to gain OunwantedO knowledge.

Supposefor example thatterroristsdetonatea weaponof
massdestructionin a major city causinggreatloss of life,
thatthe terroristsusedGmail to plot the attack,andthe Oper-
sonalassistant@unctionality was switchedon. Let us also
supposgcontraryto currentfact) that Googlewassubjectto
a law which requiredall persons(including companies}o
report knowledgeof intendedterrorismto the authorities.
(In somejurisdictions,a personwho merely knows of an
intendedact of treason is requiredto inform the authorities
andcommitsa crime if shefails to do so;in the US, an ad-
ditional act of concealment is currently requifad.

In this scenario,on the legal analysisabove, Google
could be attributedwith knowledgegainedby its agentthat
a terrorist plot had been planned:a failure to warn the
authoritiesof sucha plot could, we maintain,be causefor
prosecutionof Googleitself. Furthermorejf Googlefailed
to issuea warning abouta plannedterroristattack,the firm
might evenbe suedin a civil actionby the families of the
dead,by injured survivorsand by ownersof damagedrop-
erty, for breach of its statutory duty to warn the auttesri

Thus, if firms suchas Googlewish to Oreaddsers@nail,
they would (absentshield laws suchasare put in placefor
OcommorarriersOheedto establishsystemswherebysus-
picious mails are routinely alertedto the police and other
authorities.As in the exampleof medically confidential

2 geehttp://www.epic.org/privacy/gmail/agltrs.3.04.html

2 Seehttp://www.epic.org/privacy/gmail/caagack.pdf

2 Criminal Code (Australia) s. 9A(2)(b); this is a crime at
common law in the UK. Compare 18 USC a 2382.




information, the fact that the information should not ordi-
naily® be sharedwith employeef Googledoesnot mean
it cannot be legally attributedto Google.However,requir-
ing Googleto havethe capacityto warn of possibleterrorist
offenceswould requireGoogleto re-engineeits systemsso
as to better suit it to a quasi-law enforcement role.

We acknowledgethat resolutionof the policy question
whetherthis would be justified would dependnot only on
legal notions of attribution of knowledge,but as well on
policy and cost-benefitgrounds.It might be resolvedin
legislaturesratherthanin courts,given the stakesinvolved.
Sucha fundamentapolicy questionwould needto be sensi
tive to issuessuchasthe costsof building suchan alert sys-
tem, whetherbuilding such as systemwould be effectual
(giventhe ability of terroriststo setup email accountswith-
out suchintrusive scanningand their accesgo strongen-
cryption), and so on. One defensivestrategyGoogle might
employwould be to designthe systemin sucha way thatthe
Opersonalssistant@nctiondity was exclusively the agent
of theuserandnot of Googleitself. The law of attributionin
caseof dualagencyis a very complexareaandoutsidethe

scope of this paper. We hope to address it in a future work.

6 Conclusion

We have a provided a legal and philosophicalanalysisof
issuesregardingaccessto our personaldata by artificial
agentsandits implicationsfor our privacy. After arguingfor
the moralvalueof privacy,we pointedout how the concepts
of legal agencyand attribution of knowledge gained by
agentsto their principals are crucial to undestanding
whethera violation of privacy hasoccurred.Designersof
artificial agentswhich accessisers@ersonainformationor
private communicationsieedto be mindful of possiblepri-
vacy implications:the more sophisticatedheir systemsbe-
come, the more likely it is that corporationsthat deploy
thoseagentswill be attributedwith knowledgeof their us-
ersOpersonalinformation, possibly triggering significant
legal liability. As naturallanguageprocessingand sematic
extractionusedin artificial agentsbecomesincreasingly
sophisticatedijt will be harderto usethe Google defense;
thatno humansareinvolvedin OredingGour email doesnot
mean that our privacy has not been, and can not Hatedbo
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